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Washington Post (12/16), InfoWorld (12/16), PC Week (12/16), CNN (12/16), ZDNet (12/16), C!Net
(12/15), Internet News (12/15), Computer World (12/15), Wall Street Journal (MSNBC, ZDNet, 12/14),
Computer World (11/15), C!Net (11/14), Internet World (10/1), New York Times (11/13), Internet News
(11/13), CNN (11/3), MSNBC (11/3), CNNi (11/2), C!Net (8/30), Javaworld (8/30), C!Net (8/25), Industry
Standard (6/28), Interactive Week (6/9), Interactive Week (4/12), Infoworld (4/8), Internet News (4/7), PC
Week (4/7), USA Today (4/6), Wall Street Journal (3/26), Interactive Week (2/27), ZDTV Screen
Savers (2/2), USA Today (1/26), Internet World (1/11), ZDNet (1/6)

1998: [11 hits] CNN (12/22), Infoworld (12/21), Sys-CON Radio (12/14), Interactive Week (11/25),
Computerworld (7/20), TechWeb (7/17), C!Net (7/17), New York Times (7/17), Internet World (5/11),
C!Net (2/19), Network (2)

1997: [18 hits] Network World (11/3), WebWeek (11/3), ZDNet (11/10), MokaByte (7), WebWeek (6/23),
IntraNet (6), C!Net (5/9), Wall Street Journal (4/30), C!Net (4/29), ZDNet (4/29), PC Week (4/28), First
Monday (4), Web Review (3/24), Computerworld (3/17), Wall Street Journal (3/14), Information Security
Bulletin (3), Web Week (1/20), Packet (1/1)

KEYNOTES AND INVITED LECTURES
Keynote Talks

How do I Secure my Software?
Hotel Technology Next Generation, San Diego, CA, February 2011.

Architectural Risk Analysis
Innovation Sandbox, RSA, San Francisco, CA, February 2011.

Attack Trends 2010 —or- Why Software Security
ACS, Control Systems Security, Washington, DC, September 2011.
SNI Security Conference, Knoxville, TN, September 2011.
CERN, Geneva, Switzerland, March 2011.
Bank of America Security Summit, Charlotte, NC, May 2010.

Smart Grid Equals Dumb Security?
NRECA, Atlanta, GA, February 2010. See video <http://www.cigital.com/justiceleague/2010/03/22/smart-grid-
equals-dumb-security/>.

Software Security and the BSIMM
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AERES, Vienna, Austria, August 2011.

Software Experts Summit, Mountain View, CA, May 2011.

Fannie Mae, CSO Security Summit, Washington, DC, January 2011.

SE OOP, Munich, Germany, January 2010.

Distinguished Lecture, University of Leuven, Leuven, Belgium, February 2010.

The Building Security In Maturity Model (BSIMM)
NESSOS, Internet Days EU, Poznan, Poland, October 2011.
NLgovCERT, Rotterdam, the Netherlands, November 2010.
ELSAG datamat, Pescara, Italy, October 2010.
SANS Software Security Summit, San Francisco, CA, February 2010.
Siemens Software Security Day, Munich, Germany, January 2010.
OWASP Brazil, Brasilia, Brazil, October 2009.
UNCC Security Conference, Charliotte, NC, October 2009.
CMU Cylab Corporate Partners Meeting, Pittsburgh, PA, October 2009.
NY Poly Distinguished Lecture, Brooklyn, NY, September 2009.
FFIEC/OCC Technical Conference, Washington, DC, August 2009.
Usenix Security, Montreal, Canada, August 2009.
FS-ISAC (financial services information security assurance center), St. Pete, Florida, May 2009.
ROOTS 2009, Bergen, Norway, April 2009.
Department of Homeland Security Software Assurance Forum, Washington, DC, March 2009.

Software Security: State of the Practice
SAP Quality Day, Heidelberg, Germany, March 2011.
Secappdev, Leuven, Belgium, March 2009.
NDSS, San Diego, CA, February 2009.
cioZone virtual keynote, September 2008.
Fidelity Developer Forum, Boston, MA, September 2008.
World Congress on Software Quality, Washington, DC, September 2008.
SIFMA, NY, NY, June 2008.
SANS Application Security Summit, Las Vegas, NV, June 2008.
BITS, Washington, DC, March 2008.
Interop Moscow, Moscow, Russia, April 2008.
OWASP Europe, Ghent, Belgium, May 2008.

Exploiting Online Games
Sioux Hot or Not, Eindhoven, The Netherlands, November 2009.
Distinguished Lecture, Orfalea College School of Business, Cal Poly, San Luis Obispo, CA, October 2008.
Security Day, Export Import Bank, Washington, DC, September 2008.
Forrester Security Conference, Boston, MA, September 2008.
OWASP Europe, Ghent, Belgium, May 2008.
OWASP Hartford Chapter, Hartford, CN, February 2008.
NDSS, San Diego, CA, February 2008.
National Academy of Sciences, Washington, D.C., January 2007.
ROOTS 2007, Bergen, Norway, April 2007.
Usenix Technical Conference, Santa Clara, CA, June 2007.
Usenix Security, Boston, MA, August 2007.
MISTI Network Security, San Francisco, CA, September 2007.
DTCC Security Day, New York, NY, September 2007.
eCrime Conference, Pittsburgh, PA, October 2007.

Software Security: Building Security In
Hotel New Technology Group, Lausanne, Switzerland, October 2007.
S3 con (Software Security Summit), San Jose, CA, April 2007.
Canadian Bankers Association, Toronto, CA, January 2007.
ISSRE 2006, Chapel Hill, NC, November 2006.
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IBM Security Forum, White Plains, NY, September 2006.
Symantec CIO Summit, Sea Island, GA, September 2006.

S3 con (Software Security Summit), San Diego, CA, January 2006.
Financial Services ISAC, Florida, May 2006.

Software Best Practices, Boston, MA, September 2006.

Software Security Testing
FutureTest, NY, NY, February 2008.
Verify, Washington, DC, October 2007.
STARwest, LA, CA, October 2006.

Exploiting Software
Software Best Practices, Boston, MA, September 2005.
ROOTS 2005, Bergen, Norway, April 2005.
Security Decisions 2005, Chicago, IL, April 2005.

Wireless Security
Security Conference, MIS Training Institute, Orlando, FL, February 2003.

Building Secure Software
Sustainable Computing Consortium, Pittsburgh, PA, September 2003.
XP Universe, New Orleans, LA, August 2003.
Software Development West, Santa Clara, CA, March 2003.
Foundations of Software Engineering, Charleston, SC, November 2002.
SREIS, Raleigh, NC, October 2002.
Secure iWorld, MIS Training Institute, San Diego, CA, August 2002.
NATO Workshop on Advances in Intrusion Detection, Estoril, Portugal, May 2002.
NORDU 2002, 4t EurOpen Usenix Conference, Helsinki, Finland, February 2002.

Attacking Malicious Code
SANS 2001, Baltimore, MD. May 2001.

Towards Secure Executable Content: Java Security
HASE 97, IEEE High-Assurance Systems Engineering Workshop, Bethesda, MD. August 1997.

Why Monitoring Mobile Code is Harder than it Sounds
Ist Usenix Workshop on Intrusion Detection and Network Monitoring, Santa Clara, CA, April 7-12 1999.

Selected Panels

Cyber War: How We Learned to Stop Worrying and Love the Cyber Bomb
RSA, San Francisco, CA, February 16, 2011.

Picking a Yardstick to Measure Your Software Security Practice
RSA, San Francisco, CA, February 24, 2010.

Lifestyle Hacking: Social Networks and Gen Y Meet Security and Privacy
RSA, San Francisco, CA, February 23, 2010.

Surveillance: Security, Privacy and Risk
RSA 2209, San Francisco, CA, April 10, 2009.

Software security meets hardware security: Real attacks and best practices
COMDEX, Las Vegas, NV, November 18, 2003.

Proactive versus Reactive Security: What’s the best mix?
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RSA, San Fransisco, CA, February 25, 2004.
Networld+Interop, Las Vegas, NV, 2003.

Software Security: The Emperor’s New Clothes?
ISOC Network and Distributed System Security Conference, San Diego, CA, February 2002.

Attacking Malicious Code
IEEE ICDSN, New York, NY, June 28, 2000.

Will open source really improve security?
DARPA workshop on information security, Phoenix, Arizona, April 19, 2001.
IEEE Symposium on Security and Privacy 2000, Oakland, CA, May 16, 2000.

The Economics of Security
ISOC Symposium on Network and Distributed System Security, San Diego, February 3, 2000.

Software Risk Management for Embedded Internet
Embedded Internet Conference, Santa Clara, CA, September 1999.
Embedded Internet Conference, San Jose, CA, September 2000.

The Java Virtual Machine
Java Business Expo, JavaWorld panel, New York, December 1998.

E-Commerce Security
ISOC Symposium on Network and Distributed System Security, San Diego, March 12, 1998.

Is Information Security an Oxymoron?
COMPASS 97, 12th Annual Conference on Computer Assurance, Gaithersburg, MD. June 1997.

Java Security
ISSRE '96, 7th International Symposium on Software Reliability Engineering, White Plains, NY. Oct 1996.

Security Siblings
NISSC, 19th National Information Systems Security Conference, Baltimore, MD. Oct 1996.

Secure Networking and Assurance Technologies
NISSC, 19th National Information Systems Security Conference, Baltimore, MD. Oct 1996.

Selected Invited Lectures, Tutorials, and Trade Shows

Java Security Meets Smart Cards
IEEE Northern Virginia Chapter, Dulles, VA, February, 2001.
Mobile Commerce, San Jose, CA, October 2000.
Applied Physics Laboratory, Johns Hopkins University, Baltimore, MD, September 2000.
Cooperation in Security Workshop, TNO, Rotterdam, the Netherlands, September 2000.
Smart Card Forum, Washington, DC, September 1999.

Building Secure Software
CVS, Providence, RI, January 2004.
Hewlett Packard (HP), Cupertino, CA, December 2003.
Wachovia, Charlotte, SC, December 2003.
University of Alabama, Tuscaloosa, AL, October 2003.
CERT/CC, Software Engineering Institute, Pittsburgh, PA, October 2003.
Carnegie Mellon University (CMU), ECE, Pittsburgh, PA, October 2003.
HSBC, NY, NY, July 2003.
ISSA (Northern Virginia), Reston, VA, June 2003.
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GTECH, West Greenwich, RI, June 2003.

Dartmouth College, Hanover, NH, June 2003.

George Mason University, Fairfax, VA, May 2003.

Johns Hopkins University, Baltimore, MD, March 2003.

James Madison University, Harrisonburg, VA, February 2003.

Software Productivity Consortium, Dulles, VA, October 2002.

Goldman Sachs, NY, NY, October 2002.

Information Assurance Task Force (IATF), Advanced Physics Laboratory, Johns Hopkins, MD, October 2002.
Pershing, New York, NY, September 2002.

Radian Securities, Philadelphia, PA, August 2002.

State Street Bank, Boston, MA, August 2002.

Usenix Security, San Fransisco, CA, August 2002.

AT&T Research, Florham Park, NJ, June 2002.

Virginia Information Security Exchange (VISE), Richmond, VA, June 2002.

Istituto per la Ricerca Scientifica et Technologica (IRST), Trento, Italy, May 2002.
University of Missouri, Rolla, Rolla, MI, April 2002.

Johns Hopkins University, Baltimore, MD, April 2002.

University of Maryland, College Park, MD, April 2002.

North Carolina State University, Raleigh, NC, April 2002.

Xerox PARC, Palo Alto, CA, March 2002.

Waterloo University, Waterloo, CA, March 2002.

Women In Technology, Inc. (WITI), Reston, VA, March 2002.

ISOC Network and Distributed System Security Conference, San Diego, CA, February 2002.
Georgetown University, Washington, DC, February 2002.

Center for Applied Cryptographic Research, 9™ Security Workshop, Ottawa, Canada, November 2001.
IEEE Northern Virginia Chapter, Dulles, VA, November 2001.

University of Virginia, Charlottesville, VA, October 2001.

Information Warfare Conference, NY, NY, October 2001.

FS-ISAC, Financial Services Information Sharing and Analysis Center, Fort Meyers, Florida, October 2001.
2" International School On Foundations of Security Analysis and Design, Bertinoro, Italy, September 2001.
CSI Network Security, New Orleans, LA, June 2001.

CommerceNet, Social Security Administration, Baltimore, MD, May 2001.

Microsoft Research Cambridge, Cambridge, UK, April 2001.

Barclay’s, London, UK, April 2001.

Stanford University, Palo Alto, CA, April 2001.

Microsoft, Redmond, WA, March 2001.

University of Virginia Department of Computer Science, March 2001.

ISOC Network and Distributed System Security Conference, San Diego, CA, February 2001.
Indiana University Department of Computer Science, January 2001.

Purdue University (CERIAS), West Lafayette, IN, January 2001.

SIAC, New York, NY, May 1999.

Federal Reserve Bank of Chicago, Chicago, IL, July 2000.

Mobile Code Security and Java Architecture
ISOC Network and Distributed System Security Conference, San Diego, CA, February 1999.
Charles Schwabb, San Fransisco, CA, July 1999.
ISOC Network and Distributed System Security Conference, San Diego, CA, February 2000.

New Issues in Java Security
Java Expo Europe, London, July 1998.
Software Development Expo East, Washington, D.C., August 1998.
SIGS Conference for Java Developers, San Jose, CA, October 1998.
SANS Network Security 98, Orlando, FL, October 1998.
CSI Computer Security Conference and Exhibition, Chicago, November 1998.

Electronic Commerce Security
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Internet and Electronic Commerce (IEC) Conference and Exposition, New York, April 1998.
Internet Commerce Expo (ICE), Los Angeles, September 1998.

What's the deal with COTS?
Universite’ Laval, Quebec City, Canada. April 1998.

The Security Implications of Push
COMNET panel, Washington D.C., January 28, 1997.

Java Security Tutorial
USENIX Security Symposium, San Antonio, January 26, 1997.

Towards Secure Executable Content: Java Security
Cornell University, Ithaca, NY. November 1996.
University of Virginia, Charlottesville, VA. April 1997.
DARPA headquarters, Arlington, VA. March 1997.
NCSA Network Security and Firewalls conference, SanJose, CA, October 27-28.
CSI's 24th Annual Computer Security Conference, Washington, DC, Nov. 1997.
University of Massachusetts, Computer Science Department, December 4, 1997.
LASER workshop in Boston, December 5, 1997.
EuroSec '98, Paris, France. March 1998.
Universite’ Laval, Quebec City, Canada. April 1998.
University of Arizona, Tuscon, AZ. November 11, 1998.

Two Classes of Hostile Applets in Java
NCSA infoWARcon, Washington, DC. September 1997.

Enabling Better Security in Java
Java Expo, New York, NY. June 1997.
Java Expo Europe, London, UK. July 1997.

Java Security: Hostile Applets, Holes, & Antidotes
Mid-Atlantic Java Users Group (MAJUG). April 1997.
Firewalls, Web, & Internet Security, NCSA, McLean, VA. April 1997
Triangle Area Java User's Group, Durham, NC, October 20, 1997.

Is Java Secure?
University of Arkansas, Fayetteville, AK. March 1997.

Java Security (two lecture series)
Java Expo, New York, NY, August 1996.
DevCon 96 Europe, Wiesbaden, Germany, September 1996.

Untangling the Woven Web: Testing Web-based Software
Thirteenth International Conference on Testing Computer Software, Washington, D.C., June 1996.

Letter Spirit (part one): Emergent High-Level Perception of Letters Using Fluid Concepts.
George Mason University — Krasnow Institute Lectures, Fairfax, VA, February 1996.

Letter Spirit: An Architecture for Creativity in a Microdomain.
Istituto per la Ricerca Scientifica e Tecnologica, Trento, Italy, May 1994.

Letter Spirit: Recognition and Creation of Letterforms Based on Fluid Concepts.

State University of New York — Binghamton, Cognitive Science Colloquium, Binghamton, NY, September
1992.
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FELLOWSHIPS AND AWARDS

2006 IEEE Computer Society Golden Key

1996 Reliable Software Technologies: Rookie of the Year

1996 Indiana University Cognitive Science Distinguished Research Award

1996 Nominated for the Association of Computing Machinery (ACM) Distinguished Dissertation Award by the
Indiana University Department of Computer Science

1995 Nominated for the 1995 Indiana University Distinguished Thesis Award (One of nine finalists.)

1988-89 Indiana University Research and University Graduate School Fellowship

PROFESSIONAL SERVICE

Computer Security Community

2008 Invited Talks Chair, ISOC Network and Distributed System Security Conference, San Diego, CA.
2008 Program Committee, IEEE Security & Privacy Conference, May 2008, Oakland, CA.

2007 Invited Talks Chair, USENIX Security Conference, August 2007, Boston, MA.

2006 Invited Talks Chair, USENIX Security Conference, July 2006, Vancouver, BC, Canada.

2005 Invited Talks Chair, USENIX Security Conference, July 2005, Baltimore, MD.

2003 Program Chair, DIMACS Software Security Workshop, January 2003, Florham Park, NJ.

2000 General Chair, ISACC 2000: The Software Risk Management Conference, September 2000, Washington,
D.C.

1999-2002 Steering Committee, ISOC Network and Distributed System Security Conference, San Diego, CA.
2000-2001 Steering Committee, Embedded Internet Conference, September, San Jose, CA.

2002 Program Committee, ISOC Network and Distributed System Security Conference 2002, February, San Diego,
CA.

2001 Program Committee, ISOC Network and Distributed System Security Conference 2001, February, San Diego,
CA.

2000 Program Committee, ISOC Network and Distributed System Security Conference 2000, February, San Diego,
CA.

2000 Program Committee, Publicity Chair, The First Workshop on Security and Privacy in E-Commerce,
November 4, Athens, Greece.

2000 Program Committee, Sth IEEE Enterprise Security Workshop, June 14-16, NIST, Gaithersburg, MD.
2000 Program Committee, Information Survivability Workshop 2000, October 24-26, Boston, MA.

1999 Program Committee, 4th IEEE Enterprise Security Workshop, July 17-19, Stanford University.
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1999 Program Committee, USENIX Technical Conference, June 6-11, Monterey, CA.

1999 Program Committee, First International Software Assurance Certification Conference (ISACC '99),
March 1-3, 1999, Washington, D.C.

1998 Program Committee, Information Survivability Workshop 1998, October 28-30, Orlando, FL.

1997 Treasurer, for the 12th Annual Conference on Computer Assurance (Compass 97), June 1997, Bethesda, Md.
Artificial Intelligence Community

1996-2007 JETAI: Editorial Board of the Journal of Experimental and Theoretical Artificial Intelligence

1995 Program Committee, of RoboLearn 96 (held in conjunction with the1996 Florida Artificial Intelligence
Research Symposium)

Professional Affiliations
*  Cognitive Science Society
*  American Association of Artificial Intelligence (AAAI)

e [EEE Computer Society

LANGUAGES

Italian: read, write, speak well. (Lived for a year in Italy.)

French: read, speak at rudimentary level.

CLEARANCE

Secret, Department of Defense

RESEARCH INTERESTS

My research interests are in the areas of: 1) software security; 2) software exploit; 3) online game security; 4) mobile
code security (especially Java and .NET); 5) malicious code and technologies to counter it; 6) creativity and
artificial intelligence, especially as related to high-level perception and concepts; 7) genetic algorithms, emergent
computation, and artificial life; 8) Connectionist models of cognition; and, 9) music cognition, especially the
perception and production of rhythmic patterns.

25



