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Abstract

“Propagation, infection, and execution analysis” (termed PIE) is used for predicting where
faults can more easily hide in software. To make such predictions, programs are dynamically
executed with test cases. In this paper, we collect information concerning those test cases
into a histogram. FEach bin in a histogram represents a single test case. The score in a bin
predicts the likelihood that the test case will reveal a fault through the production of a failure
(if a fault exists in the set of program locations that the test case executes). Preliminary
experiments using program mutations suggest that the histogram technique presented in this
paper can rank test cases according to their fault revealing ability.

Index Terms

“Propagation, Infection, and Execution Analysis (PIFE),” histogram, mutation testing, cov-
erage criteria, fault revealing ability, probability, software testing.

1 Introduction

Software testing is a ubiquitous technique, but many of its characteristics are still poorly
understood. To approach testing scientifically, we must be able to quantify test quality.
However, measurement of tests and testing have tended to be qualitative and collective,
assigning approval or a percentage approval to a group of test cases. In this paper we
propose an empirical technique that produces a numerical value (or score) representing the
ability of a single test to reveal the existence of a fault.

When a test case is executed and the resulting output is compared with the expected
output, two kinds of information can be gained. (We assume that an oracle exists; i.e., the
“expected” output is the correct output.) If the actual output matches the expected output,
we are certain that the program works for this particular output. If the actual output does
not match the expected output, we say that a failure has occurred, and we know that a
fault exists.
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We define the fault revealing ability of a test case to be a measure of the likelihood that
the test case will produce a failure if a fault were to exist anywhere in the program. A
test case with high fault revealing ability has an obvious and immediate benefit for software
development. However, the import of a test case that does not reveal the existence of a fault
is more problematic. Unless exhaustive testing occurs, we cannot be sure that a subset of
the program’s domain is representative of the fault revealing ability of all possible test cases.
Much of testing research creates hueristics that suggest a test suite that will probably catch
most faults, and whose success, therefore, suggests software with a low probability of failure.

For example, various test coverage criteria codify the idea that a suite of tests should
exercise the code in certain ways or with a certain intensity in order to uncover a maximum
number of faults in a minimum amount of testing. Statement coverage and limited path
coverages are two widely used techniques.

Mutation testing is another method for designating a suite of test cases as “good.” Mu-
tation testing generates syntactic variations of the program being tested. A suite of tests is
good if it successfully distinguished the semantically distinct mutants from the original with
at least one failure for each mutant.

To examine the efficacy of these approaches, consider that a test case must do the fol-
lowing three things in order to reveal the existence of a fault:

1. executes the code where the fault has an impact (“execution”),
2. changes the data state of the computation (“infection”), and

3. propagates this erroneous state to an output (“propagation”).

This three part model, first described by [12] and later by [17], can be used to identify
fundamental differences between coverage criteria and mutation testing criteria. Coverage
criteria focus on the first part of the model, determining how the execution proceeds through
the code. Statement coverage, branch coverage, and path coverage criteria all ensure that a
set, of test cases exercise some portion of the code; these are structure-based criteria. Data
flow coverage criteria [16, 15] differ from structure-based criteria by looking at the flow of
data instead of the flow of control. Data flow coverage criteria produce test cases that
attempt to ensure that the result of a computation is used by subsequent computations
[16, 15]. Structural coverage criteria do not reflect information about whether a fault would
affect the data state with these test cases, or whether the effect would be likely to propagate
to output. Data flow coverage criteria can reflect information in the test cases it selects
concerning whether all locations were executed. Data flow coverage criteria can also reflect
information concerning whether a fault would affect the data state if the use is incorrect,
and whether the effect would be likely to propagate to output if the def is wrong [11]. Since
data flow only reflects propagation information in this special case, data flow analysis is a
weak approximation, in general, to the three-part failure model. However, data flow analysis
is a much less costly analysis than PIFE.

Strong mutation testing [1] does embody all three aspects of the three part model, but
it includes only those test cases that exhibit all three characteristics on at least one of the
mutant programs. Weak mutation testing [2] and firm mutation testing [23] both require
less from the test suite: in weak mutation testing, each mutant must only execute and create



an altered data state; in firm mutation testing, each mutant must execute, create an altered
data state, and propagate an altered data state beyond the point where it is created, but
not necessarily to the output.

In this paper, we present an alternative method for evaluating test cases. In this method,
we quantify the fault revealing ability of each test case by measuring empirically the test’s
capacity for executing locations, infecting if a fault exists, and propagating infections. Based
on the three part model of software failure [12, 17], the method can be used both on individual
test cases and on a group of test cases.

The rest of this paper proceeds in five parts. In Sections 2 and 3, we extract a description
of the technique “propagation, infection, and execution analysis (PIE)” from [22]. PIEis a
technique for quantifying the interaction between source code and test data.

§4 presents “PIFE histograms,” a method by which we can assign a numeric score to an
individual test case, augmenting the PIF technique to collect additional information that will
allow us to predict the fault revealing ability of an individual test case. Once PIE has been
used to assign histogram scores to individual test cases, we may want to use this information
to build test suites similar to those assembled in other techniques; however, PIE gives more
information about which individual tests will tend to be most effective within a suite. The
paper concludes with details of preliminary experiments that suggest this approach has merit.

2 The Theoretical P/IFE Model

PIE is a technique based on the three part model of software failure [12, 17]. PIEis composed
of three subtechniques: propagation analysis, infection analysis, and execution analysis.
Elsewhere, we have described using these measurements in design, debugging, and in software
quality measurement [19, 22]. In this paper, we focus on PIE’s utility in predicting the fault
revealing ability of test cases.

2.1 General Definitions

We view a program as an implementation of a function ¢, that maps a domain of possible
test cases to a range of possible outputs. Another function, f, with the same domain and
perhaps different range, represents the desired behavior of g, and can be thought of as a
functional specification of g. An oracle is a recursive predicate on input-output pairs that
checks whether or not f has been implemented for an input, i.e., oracle w(z,y) is TRUE
iff f(x) =y. Then the oracle is used with g(z) for y. During testing, it is necessary to be
able to say whether a particular output of g is correct or incorrect for a particular test case
x, with the latter implying that g(x) # f(z), and the former implying that g(z) = f(x).
The failure probability of program P, with respect to an test case distribution D, 7pp, is the
probability that P produces an incorrect output for a test case selected at random according
to D.

In the technique, it is necessary to uniquely identify specific syntactic program constructs
as well as the internal data states created during execution. To uniquely identify syntactic
constructs, we define a location to be either an assignment statement, an input statement,



an output statement, or the <condition> part of a if or while statement. Our definition
for location is based on Korel’s [4] definition for a single instruction.

A program data state is a set of mappings between all variables (declared and dynamically
allocated) and their values at a point during execution; in a data state we include both the
program test case used for this execution and the value of the program counter. A data state
is only observed between two dynamically consecutive locations. The execution of a location
is considered here to be atomic, hence data states can only be viewed between locations. As
an example, the data state

{(test case, 3), (a, 5), (b, 5), (¢, undefined), (pc, 10)}

tells that variables a and b have the value 5, the next instruction executed is at address
10, variable c is undefined, and the program test case that started this execution was a 3.
Before program execution on a test case begins, all variables are undefined.

A data state erroris an incorrect variable/value pairing in a data state where correctness is
determined by an assertion between locations. We refer to a data state error as an infection,
and use these two terms interchangeably. If a data state error exists, the data state and
variable with the incorrect value at that point are termed infected. A data state may have
more than one infected variable. Propagation of a data state error occurs when a data state
error affects the output. Cancellation has occurred when the existence of a data state error
is not discernible in the program output, i.e., after viewing the output, we have no indication
that a data state error ever occurred. In this model, we do not look at intermediate locations
for data state error cancellation; only at output locations.

If there exists at least one test case from a distribution D for which a program P fails,
then we say that P contains a fault with respect to D. Even though we may know that a
fault exists in a program, we cannot in general identify a single location as the exclusive
cause of the failure. For example, several locations may interact to cause the failure, or the
program can be missing a required computation which could be inserted in many different
places to correct the problem. However, if a program is annotated with assertions about the
correct data state before and after a particular location [, and if there exists a test case from
D such that [’s succeeding data state violates the assertion and [’s preceding data state does
not violate the assertion, then [ contains a fault.

In the technique based on this model, it is important to be able to determine whether a
particular variable at some specific location of a program has any potential impact on the
output computation of the program. A variable is termed live at a particular location if this
potential exists. Determination of whether a variable is live is made statically from a flow
graph that is augmented with def-use information. Admittedly, certain variables defined
as live via static analysis using a flow graph containing def-use information might not be
defined as live if our definition were based on the dynamic behavior of the program [3].

2.2 Model Definitions

This section formalizes:

1. the probability that a location is executed—an execution probability.



2. the probability that a a change to the source program causes a change in the resulting
internal computational state—an infection probability.

3. the probability that a forced change in an internal computational state propagates and
causes a change in the program’s output—a propagation probability.

To define execution, infection, and propagation probabilities, we first introduce notation.
Recall this technique tracks data states as a program executes. It is therefore necessary
to uniquely identify a data state according to the test case that the program is currently
executing on, the location in the program where we are observing the data state, and which
iteration of the location we are observing this data state on (if the location is executed more
than once for this test case).

Let S denote a specification, P denote an implementation of S, x denote a program test
case, A denote the set of all possible test cases to P, D denote the probability distribution
of A, [ denote a program location in P, and let 7 denote a particular execution (or iteration)
of location [ caused by test case x. Hence if 7 > 1, then [ is in a loop or in a procedure that
is called more than once. Let B;p;, represent the data state that exists prior to executing
location [ on the it execution from test case z € A, and let A;p;, represent the data state
produced after executing location [ on the i execution from test case .

It is important for us to be able to group data states into sets with similar properties. For
instance, assume that location [ is executed n, times by input z. Then we might want to
look at all of the data states that are created by this input immediately before [ is executed
or immediately after [ is executed. The following sets allow us to do so:

BlPx - {BlPi:v | 1 S l S nxl}

Aipr = {Aipiz | 1 <i<nyu}

We further group these sets for all z € A:

Bipa = {Bipx | © € A}
apa = {Aipz | v € A}

We let f; denote the function that is computed at a location [. The input to a function
computed at a location is a data state and the output of such a function is also a data state.
Thus

Bipis Ay Aipic-

The ezecution probability e;pp of location [ of program P is simply the probability that
a randomly selected input x selected according to D will execute location .

Let M, represent a set of z; mutants of location I: {m, msa, ..., My, } (where 1 <y < z)
[1, 2, 13, 14]. And let f,,, denote the function computed by mutant my,. The infection
probability )\mzyl pp of mutant m, is the probability that the succeeding data state of location
[ is different than the succeeding data state that mutant my, creates, given that [ and my,
execute on a data state that would normally precede [ (one that would be created by a
randomly selected input according to D).

We define a simulated infection as a changed value forced into the value of some variable
(that already had a value) in a data state. As we have already stated, A;p;, denotes the



data state created after the i iteration of location [ on input z; ./Z(lpz'm denotes this same
data state after a simulated infection is injected into A;p;,. A simulated infection affects a
single live variable.

The propagation probability V., pp for a simulated infection affecting variable a in the
i" data state succeeding location [ (where this data state is created by a randomly selected
input x according to D) is the probability that P’s output differs (from what would normally
be produced) after execution is resumed using the simulated infection.

3 Approximating the Theoretical Model

We can estimate the previous three conditional probabilities using a class of test cases that
are selected at random according to D. The three previous conditional probabilities are
defined for a single randomly selected test case; to find estimates of these probabilities, we
will use a class of test cases.

Three analyses are used for estimating the execution probability, infection probability,
and propagation probability: Execution analysis, Infection analysis, and Propagation anal-
ysis. These methods are the focus of §3 and collectively are termed PIFE analysis.

Before we perform these analyses, we assume several properties about the state of the
program and our knowledge about its environment:

1. The program is close to being correct, meaning that it compiles and is believed to be
close to a correct version of the specification both semantically and syntactically; this
essentially is the competent programmer hypothesis [1]. This closeness is useful because
the confidence in the applicability of the resulting estimates diminishes as we move
further away from the assumption.

2. A distribution of test cases, D, is available from which we can sample.
3. The test cases that we sample are only from A.

4. The cardinality of A is effectively infinite for sampling purposes. Although there are
finitely many numbers representable on a computer, we will assume this fixed number
exceeds what can be exhaustively sampled from during testing in a practical amount
of time.

3.1 Execution Analysis

Execution analysis is related to other analyses that are based on program structure. Struc-
tural testing methods attempt to cover specific types of software structure with at least one
test case. For example, statement testing is a structural testing method that attempts to
execute every statement at least once; branch testing is a structural testing method that
attempts to execute each branch at least once. Ezecution analysis estimates the probability
of executing a particular location when test cases are selected according to a particular test
case distribution.

Statement testing and branch testing are weak criteria because their satisfaction does
not ensure failure should a fault exist. Executing a statement during statement testing and



not observing program failure merely provides one data point for estimating whether or not
the statement contains a fault. Execution analysis benefits structural testing methods by
indicating the likelihood of executing a particular statement.

Execution Analysis estimates execution probabilities. The execution estimate of execution
probability ;pp is denoted by &;pp—it is found by finding the proportion of inputs (selected
according to D) that cause location [ is executed. A potential exists for inputs that are
selected according to D to appear to cause non-terminating computations. For this reason,
if a non-terminating computation is suspected, a mechanism within execution analysis will
be required that will terminate execution analysis on that input (meaning that input will
be ignored). This situation may cause the resulting execution estimates to be a function of
some input distribution other than D, but regardless, such a mechanism is needed.

3.2 Infection Analysis

Infection analysis is similar to the processes employed in fault-based testing. Fault-based
testing aims at demonstrating that certain faults are not in a program [9, 8, 10, 12, 7, 17, 24].
Morell [12, 9, 8, 10, 7] proves properties about fault-based strategies concerning certain
faults that can and cannot be eliminated using fault-based testing. Since fault-based testing
restricts the class of possible faults, the possible testing is limited. Fault-based testing defines
faults in terms of their syntax.

Fault-based testing also evaluates test cases based on their ability to distinguish the
specific faults. Mutation testing [1, 2, 13, 14] is a fault-based testing strategy that does
just this—it evaluates program test cases. It takes a program P and produces n versions
(mutants) of P, [p1,pa,...,pn], that are syntactically different from P. The goal of strong
mutation testing [1] is to find a set of test cases that distinguishes the mutants from P.

Another type of mutation testing, weak mutation testing [2], selects test cases that cause
all imagined infections to be created by a possibly infinite set of mutants. Infection analysis
differs from weak mutation testing in that infection analysis measures the effect mutants have
on succeeding data states. Syntactic changes are made to program locations and infection
analysis finds the probability that a particular mutant affects the data state. In other words,
infection analysis tests a location’s ability to sustain a syntactic change yet not alter the
data state that results from executing the mutant. When a syntactic mutant alters the data
state, we call this data state an altered data state. In short, weak mutation testing and
infection analysis are distinct.

Infection analysis estimates an infection probability for each my, € M;. The estimate
of some infection probability, Am, ipp, is termed an infection estimate, and is denoted by

~

Amy,tpp—1it is found by the following algorithm:

1. Set variable count to 0.

2. Randomly select test cases according to D until we find a test case x upon which P
halts in a fixed amount of time.

3. Find the corresponding B;p, in Fpa. Uniformly select a data state, Z, from B;p,.

4. Present the original location [ and the mutant m;, with data state Z and execute both
locations in parallel.



5. Compare the resulting data states and increment count when f;(Z) # f,, (2).

6. Repeat steps 2-5 n times.

number of times that fi(2)#fn,, (2)

n

7. Divide count by n yielding the sample mean of ; this

is our )‘mlylPD-

The mutants that have been used in this research have been limited to mutants of arith-
metic expressions and predicates. For arithmetic expressions, the mutants considered in our
research are limited to single changes to a location—this is similar to the types of mutations
made in mutation testing. Our assignment statement mutants are: (1) a wrong variable sub-
stitution, (2) a variable substituted for a constant, (3) a constant substituted for a variable,
(4) expression omission, and (5) a wrong operator. For boolean predicates, the mutants
are: (1) substituting a wrong variable, (2) exchanging and and or, and (3) substituting
a wrong equality /inequality operator. We have purposely limited the syntactic changes to
single changes to avoid the explosion that occurs in the number of combinatorial changes
that could be made at each location.

All of the problems associated with generating mutants that are not semantically equiv-
alent in mutation testing exist here as well. In this initial stage of our research, we have
closely followed the mutation techniques developed by [1, 2, 13, 14]; as our experience with
PIF increases, we expect to gain insight into the strengths and weaknesses of different code
mutating techniques.

3.3 Propagation Analysis

In this section, we discuss using simulated infections to predict the propagation of actual
infections (if they exist). Unless otherwise distinguished, the term “infection” in this section
refers to a simulated infection.

Propagation analysis generalizes the concept of fault-based testing by analyzing classes
of faults in terms of their semantic effect on a data state. Propagation analysis directly
modifies program data states and measures this effect on the computation of the program.
Mutation testing modifies the program text in search of test cases that kill mutants. It is
only through the notion of mutating that propagation analysis and mutation testing are
related. They greatly differ in the information they gather.

Propagation analysis estimates propagation probabilities. The propagation estimate of
propagation probability ¢4, pp is denoted by @/A)ail pp—it is found by the following algorithm:

1. Set variable count to 0.

2. Randomly select test cases according to D until we find a test case x upon which P
halts in a fixed amount of time.

3. Find the corresponding A;p, in aypa. Set Z to A;pis.

4. Alter the sampled value of variable a found in Z creating Z and execute the succeeding
code on both Z and Z. Possible methods for altering a are discussed below.



5. For each different result in program output after termination on Z and Z increment
count; increment count if a time limit for termination has been exceeded. This
precaution is necessary because of the effects that perturbed variables can cause to
the condition that terminates indefinite loops. In general, we cannot be certain that
termination will not eventually occur, however we must set some time limit, or the
analysis might never terminate. Also, we cannot be certain that the computation on
Z will terminate; [22] presents insights into the ramifications of this problem.

6. Repeat steps 2-4 n times.

number of times that program output differed

n I

7. Divide count by n yielding the sample mean of

this is our d)ailPD-

3.4 Understanding the Resulting Estimates

When PIFE is completed for the entire program, we have three sets of probability estimates
for each program location [ in P given a particular distribution D:

1. Set 1: execution estimate—the estimate of the probability that program location [ is
executed.

2. Set 2: infection estimates—the estimates of the probabilities, one estimate for each
mutant in M; at program location [, that given the program location is executed, the
mutant will adversely affect the data state.

3. Set 3: propagation estimates—the estimates of the probabilities, one estimate for each
live variable in (a1, as,...) at program location [, that given that the variable in the
data state following location [ changes, the program output that results changes.

Note that each probability estimate has an associated confidence interval, given a particular
level of confidence and the value of n used in the algorithms. The computational resources
available when PIFE is performed will determine an n for each algorithm.

3.5 Computational Costs of PIE

The costs of performing PIF fall into two categories. First, there is the cost of instrumenting
the program with enough additional code to:

1. reveal when a location is executed,
2. create the syntactic mutations,
3. inject the simulated infections, and

4. perform bookkeeping duties that gather the necessary information.



The second cost category is the computational resources to perform the analysis. For pro-
grams that are greater than a thousand lines in length, these costs becomes large.

To date, no fully automated system is available to reduce the manual effort necessary
to produce a complete PIF analysis. Because of this, experimentation with PIE has only
been applied completely to small programs, or applied partially to large programs. PIF is
currently being converted into a commercial system; when this system is operational, it will
facilitate large scale experimentation.

We have applied propagation and execution analysis to selected locations in the 2000 line
battle simulation described in [18] with considerable success [22]: we have found that our
approximation to the model appears to be accurate enough to predict the effect that actual
faults and actual data state errors create in programs. We have not yet applied infection
analysis to this project. This type of success of propagation and execution analysis has been
shown both for programs of this size (2000 lines in length) as for several programs of 10 lines
or less.

PIFE produces estimates that are as accurate for larger programs as for smaller programs.
However the computational cost of performing PIF is roughly quadratic in the number of
locations that are executed. For instance, if the computational cost of performing PIE
on a 1000 line program is 1,000,000 units, then the computational cost of performing PIE
on a 10,000 line program is on the order of 100,000,000 units. The cost of instrumenting
the program to perform the analysis also increases substantially as the size of the program
increases. Generally as the size of a program increases, the size of the data states increases,
making the sets a;pa and (;pa impossible to store in practice. The resulting execution
strategies are again computationally expensive. None of these costs are disabling in a fully
automated system, but these costs make extensive hand experimentation prohibitively time
consuming.

4 Estimating the Fault Revealing Ability of Test Cases

In the previous section, we described how propagation estimates, infection estimates, and
execution estimates are found using random test cases. Together, these estimates character-
ize the behavior of source code and the test case distribution from which its test cases are
drawn. The application of PIFE to predicting where faults can more easily hide from random
tests is described in [20]. In this paper, we discuss how, for a given test case and a given
program, PIE can be used to form a prediction of whether or not the test case will tend
to reveal software faults. §4 describes two different histogram methods for applying PIE’s
algorithms to predict whether or not a test case will reveal software faults, and we argue
that a histogram approach is a viable option for quantifying the fault revealing ability of a
single test case.

4.1 Method I

Although PIFE currently is designed to produce propagation estimates, infection estimates,
and execution estimates, PIE can be augmented to reveal the following information about
each test case it uses:
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1. How many locations did the test case execute during execution analysis?

2. How many data state infections were produced from the syntactic mutants during
infection analysis at the locations it executed?

3. How many simulated infections at the locations executed by this test changed the
output during propagation analysis?

Certain test cases execute more locations, create more altered data states, and propagate
simulated infections more frequently than others. These are test cases that we expect will
uncover faults more rapidly than test cases that execute fewer locations, create fewer altered
data states, and propagate simulated infections less frequently. By distinguishing more
“active” test cases from less active test cases, we should be able to uncover more faults with
fewer test cases.

To change this intuitive notion into a number for each test case, we define a histogram
H. H is created to identify those test cases that tend to execute more locations, create more
altered data states, and propagate simulated infections more frequently. Let N, represent
the number of locations that test case p executes. For each location j executed by p, there
are S; syntactic mutants used during infection analysis and there are R; simulated infections
used during propagation analysis. Let s; represent the number of syntactic mutants that
actually caused altered data states at location j with test case p, and let r; represent the
number of simulated infections that propagate from location j to the output with test case
p. We then calculate two scores for test case p:

1 Sj
=Y 2 1
R W

1 7”]'
=S 7 2
& ijR]’ )

In both equations, j iterates over all the locations executed by the test case p. Thus, a, and
3, characterize the ability to create altered data states and propagate simulated infections of
the test case p, averaged over all locations executed by p. The final equation for p’s histogram
score combines three terms, one for the number of locations executed, one for the ability to
create altered data states, and one for the ability to propagate simulated infections:

H), = Npoy 0y (3)

As expected, a high o, a high §,, and a large number of executed locations will produce
a high histogram score. If two test cases are similarly successful in creating altered data
states and propagating simulated infections at the locations they execute, then the test case
that executes more locations has the higher score.

4.2 Method II

A potential difficulty with Method I is that the predominant parameter in equation 3 is NV,.
If it happens that some test case p executes only a few locations because these locations
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are purposely intended to rarely be executed (for example, in a range checking operation),
then we might be fooled into believing that p has little fault revealing ability, when actually
p has enormous fault revealing ability but only at the few locations that it executes. It is
obviously true that locations that are rarely executed are places where faults can more easily
hide during testing. Therefore the test cases that execute these locations have a special
importance, an importance that H ignores. To make PIFE more sensitive to this situation,
we create a second histogram, H', that removes the emphasis on the number of locations
that a test case executes. This removes the bias against test cases that execute few locations.
Note, however, that the H' measure still involves the execution part of the failure model,
since the averaging required for the infection and propagation measures required extensive
information about execution. The score of a bin in this “modified” histogram that represents
test case p is given in equation 4.

H;IJ = apfp (4)

where «;, and (3, are defined as above.

Notice that in H and H' we have purposely avoided the notion of having a test suite,
i.e., grouping test cases into a single bin, and have instead produced histograms that predict
the fault revealing ability of a single test case. This allows for the most detailed information
possible for a set of test cases because each member is individually evaluated.

4.3 Algorithm Analysis of the Histogram Technique

During execution analysis the program is run once and N, is found. During propagation
analysis there are R, perturbed live variables at the IV, locations, so the program is executed
R, times. And during infection analysis there are S, syntactic mutants injected. Since
infection analysis is solely concerned with the data state resulting from the syntactic mutant
and is not concerned with what happens at any subsequent locations in the code, the mean
number of program executions performed during infection analysis per test case per location
is 1/2, so the mean number of program executions performed for the S, syntactic mutants
is S,/2. The reason for dividing by 2 is that on average, to execute any program location by
starting execution of the program from the first location, we will need to only execute 1/2
of the program locations until we reach the location. Thus the average number of program
executions required for finding the score for one test case is approximately

R, + (S,/2) + 1.
For a histogram of £ test cases, the number of program executions required is approximately
k- (R,+ (S,/2) +1).

Although computationally expensive it should be noted that PIF is highly amenable to
parallel architectures as demonstrated in [21].
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5 The PIFE Histogram Technique and Other Testing
Criteria

The most fundamental difference between using PIE to evaluate tests and other criteria is
the basis of comparison: PIFE is an empirical estimating technique based on the three part
software failure model [12, 17]. Other testing criteria address either part of that model or
address the whole model in a different way than PIE does. In §5, we explain how this
histogram building technique compares to mutation testing and coverage criteria.

Generally testing criteria produce sets of test cases, and these criteria do not quantify
the fault revealing value of individual test case members. This is the second important
distinction between this technique and other criteria.

By having a quantified value for each test case, we can take a set of tests, find the sum
of their histogram values, and produce an overall quantity that reflects of the fault revealing
ability of the set. In certain circumstances, this may allow us to compare the fault revealing
abilities of different sets of tests produced by different criteria. However, grouping histogram
values produces complications that may make such comparisons problematic.

One particular problem in grouping histogram scores is that PIE histograms are not
sensitive to the overlap in the statements executed by more than one test case. For example,
assume that we are analyzing two sets of test cases, and that they have roughly the same
PIFE histogram scores. Assume further that all the tests in the first set execute precisely
the same code, and that code is only a small fraction of the source code in the program.
The second set executes all the source code. Unless the tester has special knowledge that
faults are concentrated in the portion exercised by the first set, then the second set would
be preferred. When two sets are equivalent on a coverage criteria, then PIE histograms can
be used to favor one set or the other based on the fault revealing tendencies in each of the
sets.

It may be that PIF histograms can be adapted to quantifying groups of test cases in a
more sophisticated manner. Possible refinements to accommodate test sets has been deferred
until more extensive experiments are completed on quantifying the fault revealing ability of
single tests.

5.1 PIF Histogram Technique and Mutation Testing

Both mutation testing and infection analysis rely on the assumption that syntactic mutants
(that are used in the techniques) will somehow be representative of actual faults. However,
mutation testing relies more heavily on this assumption than the PIFE histogram technique.
In mutation testing, test cases are only accepted if they execute, affect the data state, and
propagate this change for at least one mutant. In the PIE histogram technique, a test case
can be accepted (or rejected) based on its quantified ability to execute, affect the data state,
or propagate the change. Since the syntactic mutants used in both mutation testing and
PIFE can only approximate actual faults, PIE’s more precise modeling of the failure process
has the potential for increased predictive power.

Consider the situation of two test cases y and z, both of which are chosen to be in a
mutation adequate test suite. Assume that we also subject these two test cases to PIE
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and find their respective histogram scores. Instead of merely saying that test cases y and z
killed a certain number of mutants, the PIF histogram score predicts how test cases y and
z compare in their ability to reveal both the existing syntactic mutants and unknown faults
(which might cause the simulated infections used in PIE). This has two advantages:

1. By separating infection analysis (which is a function of a set of syntactic mutants)
from propagation analysis (which is a function of a set of simulated infections), PIE
quantifies a test case’s ability to expose altered data states regardless of any syntactic
mutant that might create them. Since we cannot know what faults might occur,
the function that creates simulated infections is based on a random distribution that
simulates the impacts on data states of many fault classes. Propagation analysis is not
tied into the implicit “syntactic mutant-based” propagation analysis of strong mutation
testing.

2. A histogram quantifies the fault revealing ability of each test case, rather than a suite
of test cases. Once tests are combined into a suite, we have no way of determining
which test cases have a greater fault revealing ability.

In situations where traditional mutation testing is desired, the PIE histograms could be used
to select test cases most likely to efficiently kill mutants. This could reduce the number of
test cases necessary to create an adequate suite for a given set of mutants.

5.2 PIF Histogram Technique and Coverage Criteria

Although execution analysis is part of this technique, PIE does not enforce syntactic cover-
ages. PIF and coverage criteria have orthogonal concerns: PIFE helps select test test cases
likely to produce failures if faults exist, and coverage criteria help ensure that the code is
adequately exercised so that the potential faults are executed. Since coverages have practical
and intuitive appeal, it seems reasonable to combine PIFE with coverage criteria to gain the
advantages of each technique.

PIE can be augmented to include the bookkeeping required for coverage evaluations.
Using this bookkeeping, a tester could build a test suite that satisfied a particular coverage
criteria. while selecting the coverage criteria tests from test cases with greater histogram
scores. The strengths of both techniques are combined in the resulting test suites.

6 Preliminary Experiment

In order to demonstrate the usefulness of this histogram building technique, we have done
preliminary experiments that compare it with strong mutation testing. In the one experiment
reported here, the small program shown in Figure 1 was the object of our analysis.

We first explain how we performed PIE on this program in order to give the reader a
better understanding of how PIFE is applied. For each replication of the experiment, ten
thousand random test cases (each a trio of integers) were generated for variables a, b, and
c. All test cases were subjected to PIE and H and H' were created over all test cases. The
details of this process follow.
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read (a,b,c);

{1} if a <> 0 then begin
{2} d:=bxb — 4xaxc;
{3} ifd < 0 then

{4} x:=0
else
{5} x := (=b + trunc(sqrt(d))) div (2xa)
end
else
{6} x:=—cdiv by
write (x);

Figure 1: Program P.

First we perform execution analysis for the code above using a particular test case dis-
tribution. For a test case p drawn at random from that distribution, we keep track of how
many of the six locations were executed; this is N,.

Second, we perform infection analysis. The infection analysis was based on 42 seman-
tically different syntactic mutants distributed among the 6 locations. For each test case p,
we found which locations were executed, how many syntactic mutants were available at that
location, and how many of those mutants infected when executed after test case p initialized
the program. For example, assume test case p executes 4 locations, where infection analysis
used 4, 5, 6, and 12 syntactic mutations respectively at those locations. Assume further
that 3, 5, 3, and 6 of those mutations infect when execution begins with test case p. Then
ap=3G+2+5+1) = 1%

Third, we perform propagation analysis. In this experiment, we perturb variables a, b,
and c at location 1, a, b, ¢, and d at location 2, a, b, ¢, d at location 3, a, b, ¢, x at
location 4, a, b, ¢, x at location 5, and x at location 6. Assume that the test case p executes
4 locations, 1, 2, 3, and 5; assume further that perturbations of variable a propagate for all
locations, and that the only other Variable that propagates when perturbed is variable x at
location 5. Then ﬂp HE+i+1+1) =18 = 1. Using thisexample, H, = 4(11)(3) = 5 = 15
and H'), = Hp =

In the followmg experiment we use H), only. After building H and H', our experiment
continued by using the mutation transforms described in [5] to produce 119 semantically
significant mutations of the program. Our goal was to determine how many of the 119
mutants were distinguished from the original program by each of 10,000 test cases. We
expected that test cases with the highest bin scores would tend to kill more mutants than
test cases with the lowest bin scores.

The 119 mutations of the original program were not evenly distributed among the pro-
gram locations. Furthermore, the small number of locations in the original program made
conclusions about execution analysis suspect. For these reasons we compared a test case’s
H' score with its ability to kill the mutations it encountered, not with the absolute number
of mutants it killed. That is, for each test case we recorded how many mutations occurred
in the locations it executed. A test case’s kill ratio was calculated as the ratio of mutants
killed to mutants encountered.

We used 10,000 random tests cases and 99% confidence intervals. The expected value
for the kill ratios of all test cases was 0.305 £+ 0.004. The expected value of the 1,000 test

15



cases with the lowest H' scores was 0.174 + 0.0034. The expected value of the 1,000 highest
H' test case scores was 0.525 4 0.009. Several replications of 10,000 test cases each yielded
similar results.

These results are only preliminary; the code in question is small and the number of
mutants used in the infection analysis was also limited. However, experience with this
limited experiment has already suggested future directions for refining the technique and its
evaluation. Areas for future research include:

1. Exploring the relationship between H and H', and evaluating different figures of merit
based on the three estimates produced by PIFE analysis (N, o, and [3,).

2. When the analysis is fully automated, more extensive syntactic mutation can be applied
during infection analysis. This could improve the estimates of fault-detecting ability.

3. By expanding the variables affected by simulated infections, even better estimates of
fault-detecting ability may be forthcoming.

4. The interplay between the set of mutants and the random test cases needs to be further
explored. The number of mutants killed by test cases after they are ranked by PIFE
suggests that this factor is important.

5. The experiment uses program mutations to gauge the fault revealing ability of test
cases. However, mutation testing rests on certain assumptions about the nature of
software faults and the representation of all software faults by simple syntactic muta-
tions. The experiment is open to the same criticisms as mutation testing on this point
(see [5] for a fuller discussion). An important next step in evaluating the technique is
to apply it to large programs with known faults.

6. The value of an individual test case to an overall testing effort may depend more on
the type of mutants it kills rather than on the number of mutants it kills. For example,
if a majority of test cases kills a mutant m1 and hardly any test cases kill a mutant
m2, then a test case that kills m2 may be of great value in tracking down a difficult
bug in a program. A more sophisticated approach to estimating the value of a test
case may include weighting the histogram bin scores more heavily towards test cases
that reveal mutants that are extremely difficult to kill, and thus are killed by very few
test cases.

Despite the limitations of this small experiment, the preliminary results suggest that
PIFE does produce useful information concerning the input space for testing. More elaborate
experiments using larger programs will be forthcoming when automation of a PIE system is
complete.

7 Concluding Remarks

This paper has discussed the PIE histogram building technique and shown experimentally
that the resulting information reflected the fault revealing ability of a test cases. When the
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PIFE techniques are automated, additional experimental evidence will provide more conclusive
evidence about the costs and benefits of this method.

The PIFE histogram technique has two intrinsic advantages over syntactic coverage or
mutation criteria that create test suites:

1. Instead of grouping test cases into a suite that satisfy a criteria, this technique quan-
tifies the fault revealing ability of each test case and

2. Instead of only injecting syntactic mutants, this technique is based upon the three part
software failure model, including empirical evidence of execution coverage, altered data
states caused by syntactic mutants, and propagation of simulated infections.

We think that quantifying the fault revealing ability of a single test case is potentially
significant, particularly when the quantification is based on a coherent model of software
failure. PIFE is computationally expensive, but does not require an oracle or human interven-
tion to produce its histograms. Furthermore, PIFE is readily adaptable to parallel processing,
and can thus exploit the advantages of MIMD architectures.

PIFE is a code-based testing technique designed for the final phase of testing. We can
certainly apply PIFE at any stage in the software development phase, but major code revisions
may invalidate past PIE results.

One potentially important application of the PIE histogram technique is in comparing the
effectiveness of competing test selection methods. Although theory can establish a hierarchy
of the various coverage criteria [6], this hierarchy does not quantify the increased benefits as
one applies more comprehensive coverages. Unless the benefits of increased coverage can be
measured, it is difficult to judge whether or not the costs are justified. Using PIE, we may
be able to compare the benefits of two different test selection schemes for a specific program.
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