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Abstract

This paper is a summary of Voas�s keynote address ��Are COTS Products and Component

Packaging Killing Software Malleability��� at the ���� International Conference on Software

Maintenance �ICSM� in Bethesda	 MD on November ��


� The State of the Industry

The news coming out of the Information Technology �IT� community today is mixed
 The

good news stems from predictions of continued industry growth
 IT revenues for ���� were

����

B and are predicted to be ����
�B in ����	 ����
�B in ����	 ���

�B in ����	 ����
�B

in ����	 and ����
�B in ���� ���
 This represents a near doubling of revenues in a � year

period
 Also	 corporate IT spending is up
 In ����	 IT budgets were 

�� of gross corporate

revenue� in ����	 that �gure is expected to be �
�� ���


A serious worker shortage in the IT industry is the bad news
 According to ITAA�s

IT Workforce Convocation in January ����	 there are ���	��� un�lled IT jobs
 Software

Productivity Research estimates that the US shortage in software engineering personnel is

between ���	��� and ���	���
 They further go on to state that if you add in Year ����

needs	 that number may be as high as ���	���


If you work in the IT industry	 it may not be clear why this is problematic
 After all	

it does suggest �high employabiliy� without regard for quali�cations
 While that is ideal

from a worker�s perspective	 the downside for the industry is that numerous new projects

are never even started


It is not clear	 however	 whether there is a real or arti�cial personnel shortage
 An

arti�cial personnel shortage occurs when	 for example	 people are on strike or people are

wasting time while on the job
 A real personnel shortage occurs when there is truly not

enough manpower to complete waiting tasks
 Capers Jones ��� has analyzed wasted personnel

time in the IT industry
 His analysis looked at how workers actually use their average ���

working days �this excludes weekends	 vacations	 holidays	 sick days	 training	 department

�



meetings	 i
e
	 time on activities not directly tied to working on software�	 and found that

testing and defect repairs accounted for �� days	 Y�K and related repairs accounted for ��

days	 and time on projects that will ultimately be cancelled accounted for �� days
 This

means then that �� days	 or ��
�
� of the total worker time is applied to productive software

activities
 Note that if we could convert the �� days spent on �soon to be cancelled� projects	

the ���	���� worker shortage could be greatly reduced or even eliminated
 I would argue

that degree of time loss due to ine�ciency is creating	 to some degree	 an arti�cial personnel

shortage


Further indications that our profession is in turmoil can be seen when we look at the

quality of our products
 Musa et al� exposed that defect densities have remained fairly

constant during the past �� years� ��
 faults per KSLOC ���
 There are two interpretations

that can made from this �nding
 We can argue that this is good news since systems are

larger and more complex
 Or we can argue a negative case since all of our advanced software

engineering theory and tools have failed to decrease defect densities
 Since the ��
 faults per

KSLOC �gure was based on a �xed�size unit of code �as opposed to a per system basis�	 I

would argue for the more negative position


What we can summarize from the previous statistics are that�

�
 Approximately ��� of our time is spent on non�productive activities	

�
 Roughly two�thirds of the software workforce is engaged in rework and repairs	

�
 ��� of the labor force is working on software systems that will not be deployed	

�
 There possibly would be no labor shortage if software quality could be brought under

control	 and

And we can speculate that no other major profession wastes so much e�ort


From these statistics	 the project cancellation �gures are most troubling
 Capers Jones

�
� reports that ��� of all systems of size around ��	��� function point are never completed


And the numbers only get worse as the number of function points in a system increases
 For

example	 Capers reports that 
�� of all systems of size close to ���	��� function point are

cancelled
 The Chaos study by the Standish Group found similar statistics
 They reported

that ��� of projects whose costs were in excess of ���M failed and for projects between �
M

and ���M	 the project failure rate was ��� ���


While much of the aforementioned industry data seems pessimistic	 it is not meant in

that way
 I�m simply restating industry metrics
 Further	 we did not build skyscrapers

after �� years� it took thousands of years of engineering knowledge to reliably produce such

physical systems


Given the poor quality of software	 what is surprising is the rapid move toward acquiring

Commercial�O��The�Shelf �COTS� software from third�party vendors
 In ����	 ��
�� of a

typical corporation�s IT portfolio was COTS software
 In ����	 that �gure is expected to
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jump to ��
��
 In ����	 this �gure is expected to be ��� or greater ���
 Do we honestly be�

lieve that software developed elsewhere is better than if we developed it ourselves
 Whatever

happened to the adage �if you want something done right you have to do it yourself��

� The COTS Quagmire

The are many de�nitions for what COTS software is
 I use a very simple de�nition� COTS

software is software functionality obtained from a third party and that is used on an �as

is� basis
 Examples here include operating system utilities	 class libraries	 databases	 word

processing applications	 and browser plug�ins


�COTS� has become a buzzword that describes all purchased software	 but there are

other terms that have a similar interpretation�

�
 O��the�Shelf �OTS�

�
 Government�O��the�Shelf �GOTS�

�
 Non�Developmental Item �NDI� � this term is used by the FAA to di�erentiate from

software developed according to standard DO����B ��� from that acquired

�
 Commercially Acquired Software �CAS� � this term is used by the FDA

The commonality in all of these terms is that the software that they describe was acquired

from elsewhere and usually will be delivered in executable format �as opposed to source code

format�


Thus our profession is moving toward black�box component integration after decades of

�one�of�a�kind	� white�box software development
 That alone is not a concern until you

couple it with the aforementioned quality de�ciencies
 Those problems become magni�ed

for systems that are heavily comprised from COTS software because most of our quality

improvement techniques will not be applicable by the user to the acquired software
 These

techniques are of course available to the software publisher	 but whether the publisher opts

to use them cannot be independently veri�ed by the user
 That is alarming and could be

highly problematic for organizations that opt to buy versus build software systems


The notion of building software from bits and pieces of software is not new
 For exam�

ple	 using a language�provided construct like ��� for addition �ts the de�nition for COTS

software
 A function like cosine does as well
 Lanuages like Fortran have provided that for

years
 So is the concern over COTS software well�founded�

The fundamental di�erence between cosine utilities and component packaging is the level

of granularity
 When we programmed using language�de�ned functions	 we were program�

ming at a lower level and were likely to make more mistakes
 Component�based development

moves us up a level to the point where we are writing glue software instead of the parts being

glued
 The number of errors we will introduce into the system is less because we are writing

�



less code
 The problem is that we are gluing components that potentially have numerous

defects	 unknown side e�ects	 and other behavioral anomalies
 Hence the �nished product

may well have as many defects as if we had developed the entire product ourselves
 The issue

however is that we will not have the ability to assess and debug the parts when components

are used
 We could if we had created the system from scratch


All of this leads me to a position statement concerning quality	 acquired software	 and

maintainability�

As we move toward component�based software engineering	 quality will be even

more important for maintainability


My belief is that our current levels of quality are too poor to make component�based systems

viable
 And our industry�s long�standing lack of quality control will make it increasingly

di�cult to maintain component�based systems


In fact	 I believe that it will move us toward the same maintenance paradigm that we use

today with personal computers� buy a new computer every two years instead of upgrading

components �e
g
	 the processor�
 Why do we do this� The answer is simple� personal

computers are no longer upgradable and they are cheap enough such that we do not view

spending ��	��� every two years as unreasonable
 The lack of maintainability a�orded to the

system integrator or user of COTS�based software systems will likely move us toward thinking

more about disposable information systems as the solution to maintenance
 Clearly disposing

of a system is a radical approach to maintenance	 but if systems are truly unmaintainable	

what other options are there�

��� Why COTS�

Let�s begin by �rst looking at how we got to this situation
 The shift away from custom

software to acquired software has occurred as a result of �ve basic beliefs within the industry�

Instant Productivity Gains Because the industry average production rate for speci�ed	

tested	 and debugged code is �� lines per person�day of e�ort ���	 creating a �M line

system from scratch could require years of calendar time
 Acquiring large chunks of

needed functionality immediately is tempting


Time�to�market As little as a one month slippage in schedule can cost an organization

enormous percentages in market share
 Getting to market �rst is almost always the

goal	 regardless of initial quality


Cost Estimates in costs to produce a line of code range from ��� to ��	���
 These �gures

have been backed out from total project costs and �nal number of lines of code in

a delivered project
 This great discrepancy in costs cover the spectrum from game

software to safety�critical control code
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Mandates Organizations such as the DoD require the use of acquired components whenever

possible
 Many fear acquired software	 but cannot argue �based on fact as opposed to

intuition� why it should be avoided


Philosophy There is a belief that we should build software systems in a manner similar to

how hardware systems are built
 Electrical engineers build systems around available

components
 They select as much as they can from catalogues
 They then design the

remainder of the system around what they have acquired and what they were unable

to acquire and must build from scratch
 Why not do the same for software systems�

Note that none of these advantages consider the impact of acquired software on the mainte�

nance phase
 Instead	 quicker time�to�market and cheaper development costs are the criteria

of interest


Implicit in the �Philosophy� justi�cation is a hint that maintenance will someday be as

simple as swapping software components in and out �like changing a �at tire on an auto�

mobile�
 Recognize	 however	 that changing a �at tire begins by �rst making an assessment

whether the tire on the car is �at
 Then a quick assessment is made to see whether the

spare tire is in better shape
 With COTS software those luxuries may not exist
 We might

replace quality components with unusable components
 So the goal of swapping out a worse

component for a better one is not as trivial to achieve with COTS software as with physical

systems that use component swapping as their main approach to maintenance


Besides the problem of knowing when to swap out a component for a better one	 there is

a potpourri of other quality problems that cannot be ignored and which in some form a�ect

maintenance�

Composition The composition problem can best be stated by example
 Consider that it is

possible to connect two perfectly reliable software components together yet have a less

than ���� reliable system
 It is also possible to connect two unreliable components

and have a ���� reliable system
 This is a unique problem to software that does

not surface in the mechanical world
 What this problem ultimately means is that our

compositional reliability theories are not right for software
 Therefore it is not possible

to con�dently predict a priori how a system will behave from knowledge about how

the components behave as stand�alone entities
 Can you imagine building a bridge

with no knowledge whether it will stand once assembled� Or can you imagine having

to take an entire bridge down to replace one girder�

The �ilities� COTS components can have serious reliability	 dependability	 security	 and

safety problems
 For example	 we may never know a priori the impact to system�level

security from a new component that was swapped in during maintenance
 Because

components can seriously degrade the �ilities� de�ned in the system�level speci�cation	

methods and tools are needed for rigorously pre�screening components compromising

the system�level �ilities
�
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White�box analysis Traditional source�code based �white�box� analyses	 such as coverage

testing and code metrics cannot be applied to COTS components by the integrator

and user
 The publisher can apply these analyses	 but that does not mean that they

will
 Because white�box analyses are vital to attaining higher quality	 uncertainty

concerning the publisher�s quality control is worrisome


User�Pro�le Testing Assumptions Publishers tend to test their software under assump�

tions about how their clients will use the product
 These assumptions can be seri�

ously �awed and disastrous for �outlier� customers	 i
e
	 those customers that have

o��nominal requirements


Common Vulnerabilities As companies merge or go out of business	 the number of choices

in product o�erings shrink
 This is simply the free market system weeding out certain

products
 That translates into all users being vulnerable to the same problems
 For

example	 if a �aw in a Netscape web browser is discovered	 then there is a huge set of

web users that can now be damaged
 This is the reverse of genetic diversity	 that has

allowed stronger species to survive
 With COTS	 the number of choices are shrinking


For systems used for purposes such as national security	 can we tolerate this�

Malleability Software�s malleability is the key justi�cation for building software instead of

hardware
 As we move toward systems built from software components that are deliv�

ered in executable format	 and as the percentage of black�box functionality in a system

increases	 we are shifting toward information systems that are no more malleable than

hardware systems


� The Key Maintenance Challenges and the Future

We have looked at the generic quality problems that are associated with acquired software


It is now time to look more speci�cally at the key maintenance challenges that face our

industry as we try to move toward building information systems from components �that

often can be so large as to be considered systems in their own right�


One of the greatest challenges is the problem of what to do if a COTS publisher goes

out of business
 Most people expect that in such a case the publisher should be willing to

release the source code to their licensees
 And indeed most publishers are willing to provide

this guarantee
 But recognize that having unfamiliar code dumped onto a licensee may be

an overwhelming experience
 After all	 the licensee will now have to maintain a source code

base that is foreign to them


Secondly	 what if a publisher does not go out of business with a product but instead

decides to quit releasing new versions� That is	 the publisher freezes a product in its current

version
 If additional product support and upgrades are still needed by licensees	 then the

licensees will need to either negotiate with the publisher to get the source code or pay what






could be substantial customization charges
 If neither option works	 one additional option

already mentioned is to write wrappers around the component
 As mentioned	 wrappers are

simply a way of treating symptoms	 not root problems
 But at least in this case you are

assured that the component under the wrapper will remain unchanged


Both of the aforementioned maintenance challenges are particularly acute for �long�life�

systems
 Such systems do not come with plans for decomissioning
 In theory	 these systems

will last forever
 We know this will not occur in practice	 particularly in an age where one

calendar year is joked about as being equivalent to � Internet years
 But in our industry	

an information system that lasts for ��� calendar years can be deservedly labeled as having

lasted forever


Another interesting maintenance challenge arises when a COTS publisher provides cus�

tom upgrades that are unique for you and that are not in the product line that others are

receiving
 The problem here is that you no longer have a ���� COTS product
 You have a

customized COTS product
 While this is ideal in the short term	 if someday the publisher

decides to quit o�ering customizations	 you may �nd yourself needing the source code be�

cause there are no other competing products that provide the custom features your �one of

a kind� COTS software provided
 The moral here is to be careful when you are dealing with

customized COTS software because you are truly �painting yourself in a box
�

One last issue to consider is the maintenance challenge that originates from the percentage

of COTS software in a typical new development
 For example	 Microsoft�s Windows�NT is

rumored to be in its entirety around ��M lines of code
 When your application of say ��K

lines runs on top of NT	 the proportion of functionality that the user is receiving that is

attributal to you may be very small
 Microsoft may be providing most of the functionality


If the application fails	 however	 is it your fault or Microsoft�s� Is it the NT portion that

failed or the ��K lines you wrote� From your customer�s standpoint	 they probably do not

care
 They care that your product failed
 Since you are not in the business of maintaining

NT	 how can you defend yourself� Clearly you cannot anticipate and protect against every

defect in ��M SLOC of acquired software


� Defensive Options

So where does all of this leave us� If we do not employ COTS	 development costs are

unbearable
 If we employ COTS	 the ability to maintain composite systems is reduced to

the level of �unmaintainable
� Unfortunately	 there are not many good options that a system

integrator can employ to �ght the quality and maintenance problems that we have mentioned


For example	 avoiding COTS altogether and writing your own software functionality is an

option but an option that will rarely be viable


But there are several viable options that you should consider in order to protect yourself

against acquired software
 They include� ��� seeking independent	 third�party certi�cation

of the COTS product	 ��� going to the vendor site and assessing the software directly	
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��� performing heavy amounts of system�level testing with the COTS embedded �before

actually licensing the COTS software�	 ��� suing the COTS publisher if their product fails

in a manner that causes unreasonable problems for the licensee	 and ��� building wrappers

�a form of middleware� around the COTS functionality
 Of course the main problem with

wrappers is that they are simply a way of treating the symptoms of COTS problems and

not the problems inside of the components themselves
 Further	 wrappers can be defective

and every new release of a component can require maintenance of the wrappers


Note that these options will all incur additional expenses that must be factored into

development cost estimates
 And in fact	 depending on the degree to which an option is

performed	 the costs could be substantial


� Conclusions

Because of the shift toward COTS and component packaging	 software maintenance activities

are inevitably going to change
 I predict that we will spend more time�

�
 Attempting to increase malleability for inevitable changes in system requirements via

component interface languages �e
g
	 CORBA� and wrapper development	

�
 Performing component regression testing and performing other activities �such as vis�

iting a vendor�s site� in order to pre�qualify acquired components before they are

adopted	

�
 Developing procedures for determining when to accept upgrades	

�
 Deciding how to maintain source provided by a publisher that no longer supports a

product	 and

�
 Performing black�box	 system�level testing after components are swapped in


Put simply	 we are building unmaintainable systems when we employ acquired software


Whether the costs savings from employing COTS will be so great that these systems can

be treated as disposable is unclear
 What is clear is that if we are going to move toward a

hardware engineering paradigm for maintenance	 we must have components that are swap�

pable and that can be trusted to behave as desired by each system that they are embedded

into
 Where will we get them from�
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