
Investigating Rare�Event Failure Tolerance�

Reductions in Future Uncertainty

J� Voas� F� Charron K� Miller

Reliable Software Technologies Dept� of Computer Science

����� Ridgetop Circle U� of Illinois at Spring�eld

Sterling� VA ����� Spring�eld� IL ���	


fjmvoas�fhcharg�RSTcorp�com miller�uis�edu

Abstract

At the ���� Computer Assurance �COMPASS� con�
ference� Voas and Miller presented a technique for as�
sessing the failure tolerance of a program when the pro�
gram was executing in unlikely modes �with respect to
the expected operational pro�le�� In that paper� several
preliminary algorithms were presented for inverting op�
erational pro�les to more easily distinguish the unlikely
modes of operation from the likely modes� This paper
re�nes the original algorithms� This paper then demon�
strates the new algorithms being used in conjunction
with a failure tolerance assessment technique on two
small programs�

� Introduction

This paper describes the implementation of a tech�
nique that assesses the failure tolerance of the �rare�
region of an input space� The rare region is the par�
tition of the input space that contains inputs that are
highly unlikely to be selected for execution under typ�
ical testing and operation�� Here� rare does not nec�
essarily imply a small subset of the input space� i�e��
it is possible by our de�nition that the rarest portion
of the input space is actually a larger subset than is
represented by the more frequently chosen inputs�

When we observe a program executing on inputs
that were selected from the rare region of the input
space� we will gain knowledge of how robust �or �fail�
ure tolerant�� the software will be during unusual op�
erational events� When we observe a lack of robustness
during our analysis� this suggests that the software may
not perform acceptably if unusual events occur during

�At this time� we will not concern ourselves with what proba�

bility thresholds constitute highly unlikely� and simply consider

it as a conceptual notion that can be set by the user�

operation� Likewise� if we repeatedly observe robust
behavior� this suggests that the software is su�ciently
hardened against anomalous events� This suggestion is
not a guarantee of future failure�tolerant behavior� but
it is an indicator of that desired behavior�

Our notion of software failure tolerance is di	er�
ent from the traditional meaning of fault�tolerance in
electrical and computer engineering 
��� Traditionally�
fault�tolerance refers to building subsystems from re�
dundant components that are placed in parallel� For
example� the space shuttle has one main computer and
two back�up computers� The back�up computers are
expected to replace the main computer if the main com�
puter fails� Similarly� n�version programming is a pro�
gramming paradigm that advocates executing multi�
ple versions �that were independently designed
written
and implement the same software function� in parallel
and then taking a vote of the di	erent versions to de�
termine the most frequent output� The general intu�
ition behind n�version programming is that the most
frequent output value observed must be the correct re�
sult� this is� of course� not always true 
���

Our meaning of failure tolerance contrasts with the
traditional view� For us� software is deemed as failure�
tolerant if and only if�

�� The program is able to compute an acceptable re�
sult even if the program itself su	ers from incorrect
logic� and

�� The program� whether correct or incorrect� is able
to compute an acceptable result even if the pro�
gram itself receives corrupted incoming data dur�
ing execution�

The key to this de�nition is the semantics for �accept�
able�� The criteria for acceptance can include charac�
teristics such as correct behavior and safe behavior�



� The Rare�event Failure tolerance As�

sessment Technique

Our rare�event failure tolerance technique is based
on a fault�injection process termed �extended propa�
gation analysis� �EPA� 
��� EPA injects program state
corruptions into a program that is being executed with
respect to some test or operational pro�le� and studies
whether these �arti�cially created� program state cor�
ruptions propagate� i�e�� cause the program output to
also be corrupted in various ways� The results provided
by EPA are dependent on how the fault�injection is
implemented� and the distribution of inputs employed
when the software is executed� Because the main con�
tributions of this paper are� ��� the algorithms for mak�
ing distribution inversion more practical� and ��� the
results from a small experiment� we will not redescribe
EPA� and will instead refer the reader to 
���

�Inverse operational distributions� derived from op�
erational distributions are not exact mathematical in�
verse functions� however they capture the intuitive
property of elements that occur frequently in the orig�
inal operational distribution� Q� occur infrequently in
the inverse operational distribution� �Q� An input dis�
tribution for a piece of software is the probability den�
sity function that assigns to each possible test case i
a probability that i will be selected on a randomly se�
lected execution of the software in a certain environ�
ment� If a particular Q�i� equals �� then i is not a
member of the input space as we previously de�ned it�
The �inverted� input distribution� call it �Q� assigns a
large probability to elements that had a small proba�
bility in Q� and assigns a small probability to elements
that had a large probability in Q� To use our approach�
you will need a description of Q� the more accurate this
is� the more accurate �Q will be� �If a description of Q is
unavailable� then our approach cannot be employed��

High failure Low failure
tolerance tolerance

High Likelihood
Inputs Little Great

Low Likelihood
Inputs Little Little

Table �� The likelihood of software failure occur�
ring given low and high probability inputs and
di�erent levels of failure tolerance

There is an interesting relationship between software
testing�s ability to produce failures �when faults ex�
ist�� Q� �Q� and failure�tolerance� as shown in Table ��
Note that when failure�tolerance is high� software test�
ing has little ability to produce failures� even if faults

exist� Also note that inputs� which might have great
fault�revealing ability� are of little help during testing
if they have little or no chance of being selected� So
during testing the only hope of detecting problems is to
have software that has reduced failure tolerance with
respect to the high probability inputs� because those
are traditionally the ones selected�

We begin with a review of the inversion algorithm
published at Compass��� 
��� throughout this paper�
this algorithm will be referred to as Original�

Algorithm ��

�� Let N be the number of di	erent legal
inputs� Let M � ��N � the mean of the
probability density distribution over N
possible inputs�

�� For each element i� let g��i� � � �M �
Q�i��

�� Find the minimum g��i��m� If m � ��
g��i� is �Q� Otherwise� proceed to step ��

�� When m � �� let g���i� � �g��i� �
abs�m����� � N � �abs�m���� Then g��

is �Q�

��� Bounds

For almost all operational distributions� lower and
upper bounds must be speci�ed if we are to make the
inverted distribution well�de�ned� Original failed to
require this� causing it to result in poor inverted ap�
proximations of the operational pro�le�

The summation or integration of all the density val�
ues for a discrete or continuous distribution must equal
�� Therefore� bounds must be included in order to
avoid violating this de�nition� In some distributions�
the range is bounded by the parameters �i�e� Equi�
likely� Uniform�� In distributions where the range is not
bounded� bounds may be provided by the user or deter�
mined by shifting the mean by some speci�ed number
of standard deviations ������� Often� the lower bound
is already de�ned to be � as part of the de�nition of
the distribution�

��� Using Original

In this e	ort� Original was implemented �rst to de�
termine how problematic it actually is� The algorithm
was applied to invert the Exponential�� � �� distribu�
tion� In order to invert the Exponential��� distribu�
tion� the algorithm was modi�ed slightly to extend to



continuous distributions� The step�by�step customiza�
tion of Original to the Exponential��� distribution is
described below�

�� For Original� we de�ne a valueM that represents
the mean of the Equilikely distribution over the
speci�ed range of inputs� Since we are now inter�
ested in extending the algorithm to a continuous
range 
a� b�� we will begin by rede�ning M so that
it represents the mean of the Uniform distribution
over the speci�ed range� Let M � ���b� a��

For the Exponential��� example� the distribution
de�nition already speci�es the lower bound at ��
We specify the upper bound by setting it � stan�
dard deviations away from the mean ����� � ���
Since we have now speci�ed a range 
����� we can
calculate the value of M � ����

�� Instead of running through each element as de�
scribed in this step for the discrete case� we simply
de�ne a new continuous function

g��x� � �M � f�x�� a � x � b

where f�x� is the probability density function
�p�d�f�� of the continuous distribution�

For a general Exponential distribution� g��x� takes
the form of

g��x� �
�

b� a
�

�

�
e�x��� a � x � b�

In particular� we have selected � � �� a � � and
b � �� yielding the following p�d�f�

g��x� �
�

�
� e�x� � � x � ��

�� We need to �nd m� the minimum of g��x�� In gen�
eral� the value of x such that g��x� is minimum is
the same as the value of x such that f�x� is a max�
imum� In other words� the minimumvalue of g��x�
can be obtained by �nding the value which yields
the maximum of the original probability density
function�

For the Exponential distribution� the maximum
of the p�d�f� f�x� always occurs at x � �� So� the
minimum of g��x� is

g���� �
�

b� a
�

�

�
�

For the Exponential��� example� m evaluates to
��
�� Since m � �� we proceed to Step ��

�� For this step� instead of running through each el�
ement as described for the discrete case� again we
simply de�ne a new continuous function g���x��

g���x� �
g��x� � abs�m�R b

a
�g��x� � abs�m��dx

� a � x � b�

The integration term in the denominator serves to
normalize the function so that integration of the
function g���x� over range 
a� b� is ��

For the Exponential distribution� if m � � the
general form of the g���x� function is

g���x� �
�

� �
�

� e�x��

R b
a

�
�

�
� �

�
e�x��

�
dx

� a � x � b�

Solving the integration term in the denominator�
this simpli�es to

g���x� �
�

�
� �

�
e�x��

b
�
� a

�
� e�b�� � e�a��

� a � x � b�

For the Exponential��� example� we make the sub�
stitutions � � �� a � �� and b � �� and obtain

g���x� �
�� e�x

� � e��
� � � x � �

A new probability density function has now been
derived based on the original Exponential��� distribu�
tion� by following the steps in Original� The resulting
cumulative probability density function �c�d�f��� G���x�
can be obtained as well�

G���x� �
x� e�x � �

� � e��
� � � x � ��

It can be veri�ed that the cumulative density function
G���x� evaluates to � at x � ��

We are interested in generating a random number
from this new distribution we derived from the original
Exponential��� distribution� First� let u be a randomly
generated number from the Uniform����� distribution�
A random number generated from this new distribution
with c�d�f� G���x� is the value of x that satis�es�

x� e�x � �

� � e��
� u

or

x� e�x � �

� � e��
� u � �

The root of this equation can be approximated numeri�
cally� The value of the root is returned as the randomly
generated value in the range 
�� �� from the inverted
Exponential��� distribution� where inversion was the
result of applying Original�



��� A New General Inverting Algorithm

So a new algorithm was developed to produce an
�inverse� that is more intuitive than the ��attened�
e	ect we observe when Original is applied to the ex�
ponential� This new algorithm is designed to re�ect
the shape of the original distribution� so that the rarest
possible event�s� in the original distribution will occur
with the highest level of frequency enjoyed by the most
common occurring event�s� in the original distribution�
Such an algorithm would transform the characteristic
form of the Normal curve from �bell�shaped� to �bowl�
shaped�� for instance�

General algorithms for reverse�ordering the frequen�
cies with which values are randomly generated are pre�
sented here� The fundamental paradigm exploited here
is that we take the original values given by the distri�
bution and simply exchange which inputs are mapped
to each of these values� The �rst algorithm applies to
discrete random variables and the second one applies
to continuous random variables� Short�cut algorithms
that perform the reverse�ordering more e�ciently for
special classes of probability distributions are discussed
later�

For inverting a probability distribution with p�d�f�
f�x� for a discrete variable� the following general algo�
rithm should be used�

Algorithm ��

�� For each value of x in the de�ned range

a� b�� calculate the probability density
function value f�x��

�� Let N � b�a��� Order the values of x
from � to N according to their respective
f�x� values� Fill N �sized vector O with
values in range 
a� b� such that

f�O�� � f�O�� � ��� � f�ON��� � f�ON �

where each Oi value is unique�

�� De�ne a second N �sized vector� P� that
serves as a mapping from each value of x
to its corresponding order number� The
relationship between O and P is

Oi � x� Px � i� a � x � b� � � i � N�

�� Generate a random number r in the
range 
a� b� from the original distribu�
tion�

�� Return the value corresponding to the
reverse�order position in O� Using the
vectors de�ned above� let i � N�Pr���
Return the value Oi as a randomly gen�
erated value from the inverted distribu�
tion�

A problem with specifying a bounded range 
a� b� is
that the original probability density function used to
generate random number r in Step �� integrated over

a� b� does not truly evaluate to �� but some value close
to �� In order to be more statistically correct� the p�d�f�
of the original distribution used to generate the random
number should be normalized by the integral over 
a� b��
However� if the range is chosen such that the di	erence
between the integral and � is insigni�cant enough� this
number can be randomly generated from the original
distribution over the unbounded range and any values
generated beyond the range 
a� b� can be thrown out�

To generate random numbers from an inverted con�
tinuous distribution� we propose the following algo�
rithm�

Algorithm ��

�� Break up the range 
a� b� intoN subinter�
vals� with equal interval length �� Create
an N �sized vector� F� in such a way that

Fi �
f�a � �i� ���� � f�a � i��

�
� � � i � N�

where f�x� is the probability density
function of the continuous distribution
being inverted� The right�hand side of
the equation is an estimate of the inte�
gral of f�x� between a � �i � ��� and
a� i�

�� Order values in F from � to N � Fill N �
sized vectorO with values in range 
�� N �
such that

FO�
� FO�

� ��� � FON�� � FON

where each Oi value is unique�

�� De�ne a second N �sized vector� P� that
serves as a mapping from each index
into F to its corresponding order num�
ber� The relationship between O and P
is

Oi � j � Pj � i� � � i � N� � � j � N�



�� Generate a random number r in the
range 
a� b� from the original distribu�
tion� De�ne i�

i � b�r � a���c� ��

where the i�th subinterval is the one
containing value r� Calculate the lower
bound on the i�th subinterval� ai�

ai � a� �i � ���

Finally� calculate the di	erence between
r and ai�

� � r � ai

�� Find the index j inO that is the reverse�
order position of index i in F�

j � N � Pi � ��

Let k � Oj�

�� The value to return is contained in the
k�th subinterval� Calculate the lower
bound of the k�th subinterval� ak�

ak � a� �k � ���

Shift the ak value by � to obtain the
value within the k�th subinterval to re�
turn� Return ak�� as a randomly gen�
erated value from the inverted distribu�
tion�

��� Simpli�ed Inverting Algorithms for
Special Cases

These two new algorithms for inverting discrete and
continuous distributions are not necessary for reverse�
ordering distributions with special characteristics� In
general� any discrete or continuous distribution that
is a strictly increasing or decreasing function over the
de�ned range can be easily reverse�ordered by substi�
tuting the following algorithm�

Algorithm ��

�� Generate a random number r in the
range 
a� b� from the original distribu�
tion�

�� The distribution inverter can simply re�
turn the value�

x � a� b� r

An example of a distribution for which this algo�
rithm can be applied is the Exponential��� distribu�
tion� The form of the probability density function is
such that the maximum function value is always at the
lower bound of the range� which is �� The p�d�f� is a
strictly decreasing function� since as x increases� f�x�
decreases exponentially�

Another simpli�ed algorithmmay be substituted for
the new general inverting algorithms if the distribution
form is known to be symmetric about a single extreme
point �maximum or minimum�� For this special case�
the following method provides a more e�cient way to
reverse�order the original distribution�

Algorithm ��

�� Generate a random number r in range

a� b� from the original distribution�

�� De�ne x� to be the value of x for which
the value of f�x� is its maximumor min�
imum� The distribution inverter returns

x � a� x� � r� if r � x�

or

x � x� � b� r� if r � x��

An example of a symmetric distribution for which
this algorithm can be applied is the Normal distribu�
tion� By de�nition of the standard Normal distribu�
tion� x� � �� As a rule� for a Gauss distribution �gen�
eral form of the Normal�� this algorithm may be used
with x� � �� Note that this shortcut algorithm for
reverse�ordering may not be applied to the Lognormal
distribution� because it is not symmetric�

��� Inverting Multidimensional Distribu�
tions

The idea of reverse�ordering single�dimensional dis�
tributions can be extended to multi�dimensional distri�
butions� A general algorithm could be developed that
will invert any multi�variable distribution using the
reverse�ordering technique� Such an algorithm would
involve the discretization of the hypersurface de�ned
by the p�d�f�� and then ordering the discretized com�
ponents according to density� This approach is not
practical� Furthermore� the random generation of cor�
related random variables usually is handled using the
multivariate Normal distribution�

The algorithm for inverting a multivariate Nor�
mal distribution follows� The multivariate Normal



distribution has the symmetric property that simpli�
�es the reverse�ordering process� The algorithm de�
scribes the steps involved in generating a random
vector x � �x�� x�� ���� xN�

T � Bounds must be sup�
plied to the ranges for each xi� similar to the single�
dimensional distributions� Specify lower bound vec�
tor a � �a�� a�� ���� aN�

T and upper bound vector b
� �b�� b�� ���� bN�

T � where ai � xi � bi� for i � � to N �
To invert the N �dimensional multivariate Normal dis�
tribution with mean vector ���� ��� ���� �N�

T � apply the
algorithm below�

Algorithm ��

�� De�ne the maximum value of the p�d�f�
f�x�� which occurs at vector x� �
���� ��� ���� �N�T �

�� Generate random vec�
tor r � �r�� r�� ���� rN�

T from the original
multivariate Normal distribution�

�� For i � � to N � calculate�

xi � ai � x�i � r� if r � x�i

or

xi � x�i � bi � r� if r � x�i �

Return the vector x � �x�� x�� ���� xN�
T

as the random vector generated from
the inverted multivariate normal distri�
bution�

� Experimental Results

After developing the formulae in Section �� we im�
plemented them� We then inserted this inversion utility
into the random test case generation utility in our EPA
tool� and ran two experiments� Our two examples were
supplied by NASA� an aircraft yaw controller� and an
aircraft automatic landing system�

��� Experiment �� Yaw

Our �rst experiment was a yaw controller� Yaw
refers to the motion about the z�axis� which is the
axis perpendicular to the plane of the aircraft� Yaw
control is accomplished through the adjustment of the
aircraft�s rudder� We analyzed the yaw damping algo�
rithms that are implemented in the yaw�c module� this

code reduces yaw oscillations by computing rudder po�
sition adjustments� yaw�c has six components� YAW�
DAMP� WOUT� FOLAG� lim� FCAS� and LIN�
TERP� This code was supplied by NASA�Langley� it
was generated with a CASE tool and is the yaw con�
trol component of an avionics �ight control system�
In the set of inputs accepted by the yaw program�
it was found that the values supplied to the variable
YAWDAMP STATE in the main	
 subroutine are
approximately described by a Gauss distribution� with
parameters � � � and � � ����

An experiment was conducted by randomly generat�
ing one suite of ��� test cases� where the Gauss��� �
��
distribution was used for the YAWDAMP STATE
variable values� and another suite of ��� test cases
where the inverted Gauss��� �
�� distribution was used
for the YAWDAMP STATE variable values� The
yaw program was instrumented using the PiSCES
Safety Net tool� by de�ning a hazard condition in the
yaw�c module� This tool implements the EPA algo�
rithm described in 
��� The yaw program was then
executed using the original Gauss��� �
�� test suite�
The results from analysis performed during these runs
are shown in Table �� The total failure tolerance of the
yaw program was estimated to be ������ Further in�
vestigation of the results revealed that the lim	
 proce�
dure in the yaw�c module was responsible for limiting
the failure tolerance of the entire program�

The yaw program was then executed using the in�
verted Gauss��� �
�� test suite� and the results from
analysis performed during these runs are shown in Ta�
ble �� The rare�event failure tolerance estimated for the
yaw program dropped to �� which was again limited
by the score assessed in the lim	
 procedure� If the
results from instrumented lines of source code within
the lim	
 procedure are examined in both test cases�
we discover that for line ���� the inverted Gauss test
suite resulted in a rare�event failure tolerance score of
�� while the original Gauss test suite resulted in a score
of ������

The di	erences in the scores resulting from running
the two di	erent test suites provide a good example of
the bene�ts that can be realized by using the distri�
bution inverter� The score of � returned from running
the yaw program on the inverted test suite does not
mean that this test suite has revealed safety faults in
the code� however� it does call attention to places in
the code which may cause hazard conditions that were
not otherwise as as obvious by using the expected op�
erational distribution�



source code failure failure
tolerance tolerance
Gauss��� �
�� inverted

Gauss��� �
��
gauss set�sfr �������� �
main�c � �
GetDouble � �
GetBool � �
main � �

yaw�c �������� �
YAWDAMP ���� ����
WOUT � �
lim ������
� �
Line ���� ���� ����
Line ���� �������� ������
Line ���� ������
� �
Line ���� �������� ������
Line ���� �������� �

FCAS � �
LINTERP � �

Table �� Selected results for the execution of the
yaw program�

��� Experiment �� Auto�pilot

The b��� program is a more complex piece of C
source code� providing the auto�pilot controls for a
B��� airplane� This code was supplied to us by NASA�
Langley� it was generated with a CASE tool and has
the functionality of a portion of an avionics �ight con�
trol system� Given data for the inputs into the b���
program� we were able to select distributions to ap�
proximate the expected usage for several of these in�
put variables� These selected distributions were then
inverted using the new inverting algorithms described
earlier� One test suite of ��� input sets was generated
using the selected operational distributions� and an�
other test suite of ��� input sets was generated using
the inverted distributions�

PiSCES Safety Net was applied to the program ex�
ecuting each of the two test suites� using identical haz�
ard conditions speci�cations� Selected results from the
failure tolerance analysis are displayed in Table � be�
low� The original distribution test suite resulted in
a high failure tolerance score of ����� contrasted with
the low score of ��� resulting from the inverted test
suite� Comparing the functions and line scores for the
two sets of analysis results� we discover that at several
points in the code� the inverted test suite reveals signif�
icantly lower failure tolerance scores than the original
test suite� These low scores serve as markers for po�
tential problem areas in the code� should the program

source code failure failure
tolerance tolerance
original inverted

b����sfr ���� ���
b���ansi�c ���� ���
LIMITER ���� ����
Line ���� � �
Line ���� � �
Line ���� ���� ����
Line ���� � �

LONGAP � ���
Line ����� � �
Line ����� � �
Line ����� � �
Line ����� � �
Line ����� � �
Line ����� � ���
Line ����� � �
Line ����� � �
Line ����� � �
Line ����� � �

CAS ADJ ���� ���
Line ����� ���� ���
Line ����� ���
 ����

mainansi�c � �

Table �� Selected results for the execution of the
b��� program�

encounter unexpected input values�

Failure tolerance scores of ��� for Line ���� of func�
tion LONGAP and ���� for the entire CAS ADJ
function� as returned from the analysis performed us�
ing the original distributions� would not cause much
concern regarding those parts of the program� How�
ever� the rare�event failure tolerance scores resulting
from the inverted distribution test run� ��� for Line
���� and ��� for CAS ADJ� indicate that some addi�
tional failure�tolerant mechanisms may be needed for
those places in the code�

As in the yaw experiment� the b��� experi�
ment demonstrates that running programs with inputs
drawn from the rare�event space can often reveal low
failure tolerance scores which would not be revealed
when running those same programs with inputs drawn
from the common event space� These low tolerance
scores indicate places in the code which require closer
inspection� If any of the portions of the program iden�
ti�ed by a low failure tolerance score contains a fault�
then it is very likely that this fault will result in a
hazardous state if the program is given an unexpected
input value�



� Conclusions

EPA provides a systems engineering perspective�
making it somewhat unique among software metrics�
EPA assesses the �goodness� of the code with respect
to how it will be behave within the complete system�
not in isolation� Today�s mechanical systems often con�
tain embedded software� hence it is prudent to ana�
lyze the software with respect to the machine� not sim�
ply the software with respect to itself� In an embed�
ded environment� software makes controlling decisions
based on the information received from physical de�
vices� It is vital that these parts be reliable enough to
ensure accuracy� Reliable physical parts may be pro�
hibitively expensive�one way to circumvent this cost
might be to replace high quality parts with redundant
cheaper parts� Another option for improving the tol�
erance caused by input data imprecisions involves in�
serting software mechanisms to �smooth out� the in�
accuracies of the sensor data to a level that does not
promote harmful outputs� This naturally has a perfor�
mance cost�

This paper has taken failure tolerance measurement
one step further by considering rare operating modes�
But our approach is not without limitations� When
you invert a pro�le to sample the �rarer� test cases�
their �rareness� is achieved solely because of the in�
frequency with which they are sampled during opera�
tional use� and not because they are necessarily a small
subset of �� It is possible that the �rarer� test cases
represent a substantial portion of �� If there are more
rare inputs than common inputs� then you will need
to either sample often amongst them or be more selec�
tive when setting the threshold concerning what is or is
not rare� Also� the value of this approach is limited by
the quality of the description of the operational pro�le�
Recognize also that there are operational distributions
for which inversion is useless� a uniform distribution
will invert back to itself� Distributions with large vari�
ance will be more amenable to this technique� but such
distributions� once inverted� will exhibit larger rare in�
put spaces� And larger spaces require more sampling
to achieve con�dence�

To date� all experimental results using this approach
are small in scope and must be viewed as anecdotal� We
observed that when the distributions change radically�
the tolerance of a particular program to corruptions
changes dramatically for some code regions� and lit�
tle change in tolerance is observed for other regions�
This is about what we expected� We wish we better
understood what these results say� if anything� about
the true reliability of software when operational pro�
�les change� We do not have enough insight into that

problem at this time�
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