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Abstract

This paper turns the concept of input distributions
on 1ts head to exploit “inverse input distributions.” Al-
though such distributions are not true mathematical
mverse functions, they capture the intuitive property
of members that have high frequencies in the origi-
nal distribution have low frequencies in the “inverse”
distribution, and vice versa. These new distributions
have uses in testing for reliability estimates, and more
importantly, fault-tolerance analysis.

1 Background

Good engineering practice in software development
is obviously a necessity on the most intuitive grounds:
we cannot expect to get away with haphazard con-
struction of the most complex objects in human his-
tory. Quantitative fault-tolerant measurement is also
necessary because direct measurement of adequate
software quality is impractical, and will probably al-
ways remain so. This paper presents an indirect fault-
tolerance measurement technique that i1s practical.

Software engineers that are concerned with software
reliability estimation traditionally use the likely dis-
tribution of inputs. Such a distribution i1s termed an
operational profile [T, 5]. When we talk about an oper-
ational distribution here, we are only concerned with
the data that the program reads in, not the platform or
external environment that encompasses the software.

In this paper, we turn the concept of operational
distributions on its head to exploit these distributions
in a new way. We examine “inverse operational dis-
tributions.” Although such distributions are not true
mathematical inverse functions, they capture the intu-
itive property of elements that occur frequently in the
original operational distribution, ¢}, occur infrequently
in the “inverse operational distribution,” Q. This new
distribution has uses in testing, testing for reliability
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estimates, and most importantly, fault-tolerance anal-
ysis.

Our meaning of the term software fault tolerance
is different than the traditional hardware definition.!
Our research considers a single program to be fault-
tolerant if and only if:

1. the program is able to compute the correct result
even if the program itself suffers from incorrect
logic, and

2. the program, whether correct or incorrect, 1s able
to compute the correct result even if the program
itself receives corrupted incoming data during ex-
ecution.

Programs with high degrees of these characteristics
have been termed self-correcting.

Widely accepted software engineering design prac-
tices have argued for robustness and graceful degrada-
tion whenever a system gets into an undesirable state
[8]. Software fault tolerance is a related concept, yet
distinct. The distinction between robustness and fault
tolerance rests on whether the undesirable state is “ex-
pected” or “unexpected.” Robustness deals primarily
with problems that are expected to occur and must be
protected against. In contrast, fault tolerance primar-
ily deals with problems that are unexpected, yet they
too must be protected against. For example, if we are
reading in an integer that will be used in a division
operation, a robust design will ensure that the divi-
sion operation is not applied if the integer is zero. A
fault-tolerant design accounts for unanticipated possi-
bilities, e.g., if the integer 1s corrupted, a fault tolerant
design might freeze the state of the program and not
compute the division operation (which is equivalent

1In fact, even the term “fault-tolerance” when applied to
software usually suggests the application of multiple versions,
multiple processors, or recovery block schemes, but that is not
our intent here; we are talking about fault-tolerance in the
purest sense, where any anomaly that is manifested during ex-
ecution can be thwarted.



to an integer divide-by-1), or it might require that the
integer be reread. Here, we are interested in assessing
fault-tolerance, which can be a side-benefit of robust
design practices.

1.1 Extended Propagation Analysis

Our fault-tolerance assessment method that uses in-
verted operational distributions relies heavily on the
power of a technique termed “extended propagation
analysis” (EPA) [4].2 Since EPA is pivotal to our
fault-tolerance assessment method, we will now de-

scribe EPA.

EPA collects dynamic information concerning
which output variables are affected by a data state
value that 1s “somehow” altered. This analysis is re-
lated in purpose to static fault-tree analysis. EPA dif-
fers from conventional fault-tree analysis because (1)
the backwards trace is made after EPA executes the
program, not from static control-flow analysis, and (2)
EPA concentrates on data state propagation, not soft-
ware faults. Fault-tree analysis is concerned with the
combinations of component failures that can lead to
system failures, and therefore works backwards from
the system to its components. EPA isolates program
regions: if these regions create certain types of data
state errors, then we predict that certain types of soft-
ware failure will result. EPA is also related to failure
modes and effects analysis (FEMA) [2], which provides
for the consideration of different types of failures by
working forward from the components to the system.
FEMA postulates an anomalous event, and studies
whether the event can propagate to the output space,
which is conceptually similar to the processes of EPA.

For software to be fault-tolerant, there are two
classes of “problems” that must be protected against:
software faults and hardware failures (or what are
sometimes termed as “faults”), i.e., erroneous incom-
ing data to the software. EPA simulates both classes,
and thus we know the impact on system output if a
hardware sensor were to malfunction or if the soft-
ware itself were to malfunction (with respect to the
specification). This allows us to assert with confidence
exactly what the net impact is on critical output vari-
ables based on the fault classes (hardware and soft-
ware) that we simulate, and whether this “net impact”
turns out to be a possible catastrophe.

2EPA is a spin-off of Voas’s Sensitivity Analysis technique
[11]; the main differences are that EPA is only concerned with
the propagation condition, and EPA is also concerned with in-
coming hardware failures as opposed to Sensitivity Analysis that
is only concerned with resident program faults. Also, EPA dif-
ferentiates classes of failure; Sensitivity Analysis does not.

1.1.1 The EPA Theoretical Model

A dala state erroris an incorrect variable/value pair-
ing in a data state where correctness is determined by
an assertion between locations (statements).®> We re-
fer to a data state error as an tnfection, and use these
two terms interchangeably. If a data state error exists,
the data state and variable with the incorrect value at
that point are termed infected. A data state may have
more than one infected variable. Propagation of a data
state error occurs when a data state error affects the
output.

Let S denote a specification, P denote an imple-
mentation of S| & denote a program input, A denote
the set of all possible inputs to P, ) denote the proba-
bility distribution of A [ denote a program location in
P, and let ¢ denote a particular execution (or what we
term an “iteration”) of location ! caused by input x.
And let A;p;, represent the data state produced after
executing location [ on the i** execution from input x.

It i1s important to group data states into sets with
similar properties. For instance, assume that location
[ 1s executed ng; times by input #. Now consider all
of the data states that are created by this input im-
mediately before [ is executed or immediately after [
is executed. The following set allows us to do so:

Aipr = {Aipic | 0 <17 <ngi}
We further group these sets for all z € A:
aipa = {Aipe | T €A}

A simulated infection is a modified value forced into
the value of some variable (that already had a differ-
ent value) in a data state. As we have already stated,
Aipiy denotes the data state created after the %7 iter-
ation of location { on input x; .%ilpix denotes this same
data state after a simulated infection is injected into
Aipiz- A simulated infection usually affects a single
live variable.

It important at this point to explain the relation-
ship between simulated infections and the potentially
disastrous states that a system can get into that can
lead to a catastrophic output. When a system gets
into a “bad state” during execution, the next event
that we would like to see occur is recovery from that
state back to an acceptable state. Simulated infections
are the mechanisms that are employed in EPA to al-
low observation of the impact of different classes of

3 Admittedly, this is tenuous, since for any specification, there
is an infinite number of correct programs that implement that
specification, and therefore for each statement in a program
version there must be an assertion if we are to expose data
state errors, which as a practical matter will never happen.



“bad states.” Simulated infections mimic the effect of
both programmer faults and hardware failures (com-
ing into a system). Simulated infections are created by
perturbation functions. The process of injecting a sim-
ulated infection into an executing program is termed
perturbing. A perturbation function is a mathemati-
cal function that takes in a data state as an incoming
parameter, changes it according to certain parameters
that are either input to the function or hard-wired,
and produces as output a different data state. A data
state that has had a value changed by a perturbation
function is said to have been perturbed.

We consider that program P has a fixed set of out-
put variables: {vy,va,vs,...,vs}. An affected variable
is an output variable whose value differs after a sim-
ulated infection 1s forced into the program and the
program execution is resumed and termination occurs.
For instance, if after a simulated infection is forced into
the program, program execution is resumed, termina-
tion occurs, and output variable vz contains a different
value, then v3 is an affected variable.

The following EPA algorithm creates sets of affected
variables that occur after some variable a 1s perturbed
on all iterations at location /. Because we are inter-
ested in the program’s fault tolerance under circum-
stances with both software faults and incoming data
corruptions, this algorithm will be applied to every
program variable, including input variables.

Algorithm 1:

. Set k to 0.
. Set variable_set = 0.

. Increment k.

= W N =

. Randomly select an input z according
to @, and if P halts on x in a fixed
period of time, find the corresponding
Aip: In aipa. Set Z to Aipie.

5. Alter the sampled value of variable a
found in Z creating Zv, and execute the
succeeding code on both Zand Z. If
is executed more than once for z, i.e.,
Aipag, ... Aipme, alter a in each A;p;,,
2<i1<m.

6. For each output variable that contains
a different value (after comparing P’s
output using Z to the output P regu-
larly produces), add it as a member to
the set variable set.

7. Set HalPQk = variable_set. (HalPQk
represents the set of output variables

that have different values given execu-
tion of P occurs with A;py. Haupgr is
the empty set if no output variables are
affected by the injection of Aips )

8. Repeat steps 2-7 n times.

There will be instances, however, were we are not
necessarily concerned with whether variable corrup-
tion occurred, but more specifically whether a partic-
ular output event occurred, which we will denote by
predicate PRED. To determine this, we do not need
to run the unperturbed version of program P. PRED
will represent a predicate expression that relates spe-
cific variables to values ranges or combinations of vari-
ables and ranges. Also, PRFED may contain certain
restrictions on the input that was used during an ex-
ecution. The following algorithm provides this infor-
mation; it determines the proportion of outputs that
satisfy PRED:

Algorithm 2:

1. Set count to 0.

2. Randomly select an input z according
to @, and if P halts on x in a fixed
period of time, find the corresponding
Aip: In ajpa. Set Z to Aipis.

3. Alter the sampled value of variable a
found in Z creating Zv, and execute the
succeeding code on Z. If | is executed
more than once for z, ie., Aipas, ...
Aipmz, alter a in each Ajp;r, 2 < i <
m.

4. If the output satisfies PRED, incre-
ment count.

5. Repeat steps 2-4 n times.
6. Divide count by n yielding 1/3apo; (1-
1/;apo is the degree of fault-tolerance).

Step 5 of Algorithm 1 and similarly Step 3 of Algo-
rithm 2 are critical to the value of the information pro-
duced by these algorithms; the alterations of @ must be
reflective of either a hardware failure class or a class of
programmer faults. For example, Underwriter’s Labo-
ratory’s standard, “Safety-Related Software,” [10] de-
fines the following classes of events that would need to
be simulated in Step 5 to be used for their standard:

“These requirements [UL1998] address risks
that may occur as a result of faults caused
by software errors, such as the following: a)
design errors such as incorrect algorithms or



interfaces b) Coding errors, including syntax,
incorrect signs, endless loops, and the like; ¢)
Timing errors that can cause program execu-
tion to occur prematurely or late; d) Induced
errors caused by hardware failure; ) Latent
errors that are not detectable until a given
set of conditions occur;......

Step 5 of Algorithm 1 (and similarly Step 3 of Algo-
rithm 2) can demonstrate what types of outputs are
produced by the class of anomalies mentioned in b),
¢), and d) of UL1998. We will later show how using in-
verted distributions in Step 4 of Algorithm 1 and Step
2 of Algorithm 2 can demonstrate the risks mentioned
in e) (See Section 1.4). Also, NASA’s new interim
software safety standard (due to be approved in 1995)
requires a demonstration of software fault-tolerance to
problems in timing and hardware failure sensitivities
[6]. These anomalies can also be simulated by these
algorithms.

Algorithm 1 produces the sets:
Haupgi, Maipga, .., aipgn. We then create a set of
these sets:

{Ilaipgr | 1 <k <n}

This set now represents all combinations of output
variables that experienced different values when a was
perturbed at [. Note that Algorithms 1 and 2 can use
any distribution that is derived from ), which will be
important later.

1.2 Using Extended Propagation Analy-
sis To Detect “Dangerous” (Unsafe)
Locations

We now take the information provided by Algo-
rithm 1 and produce the set of locations from which a
particular type of software failure could result. Recall
that the goal here 1s to identify where in the code spe-
cific catastrophic failures could originate. Although
we will not show it here, a similar analysis could be
performed using the results of Algorithm 2 instead of
Algorithm 1.

Let Vp represent a set of sets. Each member of Vp
contains either a single output variable or a combina-
tion of output variables of program P. Each member
of Vp represents one type of software failure of P. For
instance, if Vp = {{v1}, {va,v3,v4}}, then we have
identified 2 types of software failure: the first type oc-
curs when the single output variable vy is incorrect,
and the second type occurs when the output variables
vs, v3, and vy are all incorrect. If we apply Algorithm
1 and

(Fk |1 <k <n)(v1 € Lapgr)

we predict that if the value of variable a at location [ is
incorrect, output variable v1 will be incorrect. Thus if
location [ is incorrect and this “incorrectness” affects
the value of a, the first failure type is predicted to
occur. If

(EUC | 1<k< n)(vz € HalPQk) A (U3 S HalPQk)/\

(va € Haipgr)

we predict that the second type of failure will occur if
location [ causes variable a to be incorrect. Perform-
ing this analysis isolates locations that we predict can
cause a class of software failure defined in Vp. Dy-
namically, this reveals that there is a location [ that is
not fault-tolerant for the classes of failure in Vp.
This has a direct application to safety critical soft-
ware. Let Cp represent a set of sets that is similar
to Vp above. Each internal set in Cp contains either
a single output variable or a combination of output
variables of program P.* If either the single output
variable or combination of output variables are ever
corrupted, a catastrophic event of the system that P
controls will result. When we apply Algorithm 1 and

Gk |1<k<n)[(3y]yelp) (v CHurqr)] (1)

we predict that if the value of variable a at location [
is corrupted, critical software failure is possible. The
ls, where Equation 1 is true, are code regions that
warrant concern during the operational phase, since
these regions have the potential to propagate unsafe
data state errors into critical software failures. This is
the set of locations that are candidates for additional
fault-tolerant mechanisms.

1.3 Example

Let’s return to our previous example to demon-
strate this technique. Recall that if

(Fk |1 <k <n)(ve € Uupgr) A (vs € apgr)A

(va € Haipgr)

were true, we would predict that the second type of
failure will occur if location [ causes variable a to be
corrupted. Suppose that we wish to be more precise
and we decide that it is not enough to cause alarm
when vs, vz, and vy are corrupt, but instead it is of
greater concern when their output values are such that
ve > 10, v3 = 360, and 0 < vy < 3.12345. We can

4C p is determined during hazard analysis in the requirements
phase and is directly related to system safety requirements.



tighten our condition for warning about a catastrophic
event originating from location [ and variable a to

(va > 10) A (vs = 360) A (0 < vy < 3.12345)

from (EUC | 1<k < n)(v2 € Hapok)/\(Ug € HalPQk)/\
(va € Uarpgr ). As you can see, care is required when
we define catastrophic events. The less ambiguous the
description, the more precise the result.”> The more
limited the description, the fewer situations will be
marked as potentially disastrous. We will simplify the
determination of whether a catastrophic event has oc-
curred to the following classes of events:

1. Unperturbed, PRED Violated To reveal this
information, it will be necessary for the user to
specify that they desire for the unperturbed ver-
sion to be tested for whether it’s output violates
PRED. In this situation, the version without
fault injection produces an output that violates
PRED, and the user must be informed. Warning
of a catastrophic event occurring from the unper-
turbed version requires a simple test of the pro-
grams output against PRFED. testing the output
against PRED.

2. Unperturbed, No Violation Nothing to report
here.

3. Perturbed, PRED Violated This will be con-
sidered as a catastrophic failure; observing this
event does not require executing the unperturbed
version.

4. Perturbed, Corrupted, No PRED Specified
This will be counted as a catastrophic failure; de-
termining this requires executing the unperturbed
version.

We can generalize these two methods of warning
of a catastrophic event occurring from the perturbed
version and originating at location ! to:

(EUC | 1<k < n)[(EIy | v € Cp) ('y - Hapok)]\/PRED
(2)

1.4 Inverted Distributions: Definitions

We have thoroughly described the technique that
we will use to assess fault-tolerance, EPA. Now it is
time to describe the method that we will use for as-
sessing the fault-tolerance of the ultra-reliable region,
which is the main contribution of this paper.

5 Algorithm 2 is designed to be more precise than Algorithm
1 by allowing for PRED. All catastrophic events should be
defined by someone familiar with the complete system.

The nput space, A is the set of all legal and possi-
ble (meaning a greater than 0 probability) input values
represented by the specification’s domain. For each
member of the input space, there is a likelihood that
the member is selected during testing or use. We term
those members that are likely to be selected during
testing as members of the probable input subdomain,
and the rest are members of the improbable input sub-
domain. The union of these two subdomains is simply
A. The input distribution for a piece of software is a
probability density function that assigns to each pos-
sible input test case ¢ a probability that ¢ will be se-
lected on a randomly selected execution of the software
in a certain environment. There are difficulties, both
theoretical and practical, in obtaining such a distri-
bution [5], but here we will assume that an estimated
input distribution is available. One may always be es-
timated, though its accuracy may be suspect. All true
probability density functions @) have the property that
the sum of Q(7) over all legal ¢ equals 1. Each Q(¢) is a
probability, and thus is between 0 and 1 inclusive. If a
particular Q(¢) equals 0, then ¢ is not a member of the
input space as we previously defined it. If a particular
Q(7) equals 1, 7 is the only member of the input space.

Here, we examine how to exploit a new distribu-
tion which in an informal sense “inverts” the original
input distribution. Intuitively, we want the new dis-
tribution, call it @, to assign a large probability to ele-
ments that had a small probability in @, and to assign
a small probability to elements that had a large prob-
ability in ). Building an “inverse” distribution algo-
rithmically requires several subjective decisions. First,
what does it mean when Q(é) = 0 in the original dis-
tribution? If it means that ¢ never occurs as an input
to the software, then we should disregard ¢ in the new
distribution as well; if Q(¢) & 0 because it occurs only
very rarely, or because the developer only expects it
to be used rarely, then we want the inversion to give
¢t a relatively high probability of selection. Here, we
will arbitrarily select the first decision: Q(i) will be
assigned 0 for each ¢ such that Q(é) = 0.

Next, we must decide how to obtain a new distri-
bution @ that captures the intuition of an inverse. A
true inverse operation would have the property that
inverse(inverse(®)) = @, but the peculiar properties
of a probability density function make this difficult
to attain. Instead, we offer the following constructive
definition of the “inverse,” Q:

Algorithm 3:

1. Let N be the number of different legal
inputs. Let M = 1/N, the mean of the



probability density distribution over N
possible inputs.

2. For each element ¢, let ¢'(i) = 2% M —
Q(1).
3. Find the minimum ¢'(¢), m. If m > 0,

¢'(é) is Q). Otherwise, proceed to step 4.

4. When m < 0, let ¢"(i) = (¢'(%) +
abcsj(m))/(l + N * (abs(m))). Then g¢"

An alternative @ could be formed by setting all nega-
tives in ¢’ to zero, and then re-normalizing. However,
we rejected this because it loses the intuitive idea of
retaining the inverse shape of the distribution.

As an example, Figure la shows an input distribu-
tion for a single integer variable from —5 to +4. The
height of the bar represents the probability that the as-
sociated input (an integer in Figure la) will be chosen
in a random selection from the input. Any theoreti-
cally possible inputs that do not appear in the graph
have a zero probability of selection.

In Figure 1b, a line indicates the average proba-
bility of selection for the legal inputs. This average
probability line (or plane) defines the uniform random
distribution over legal inputs. An input that has a
probability above this line (or plane) we call a “likely”
input; an input below this line (or plane) is “unlikely.”
In order to invert the distribution in Figure la, we re-
flect the distribution about the uniform distribution
line (or plane). Figure lc shows the resulting Q.

In Figure 1c, the inverse of @ will return Q. How-
ever, not all input distributions are so nicely behaved.
Figure 1d shows an input distribution that, when re-
flected about the uniform distribution, produce Figure
le resulting in negative probabilities, which are unde-
fined, as visible in Figure 1f. This situation requires
a more elaborate transformation, which makes the in-
version non-standard. We’ll describe this transforma-
tion in two steps: first, we shift the graph in Figure
1f up by a constant equal to the absolute value of the
smallest negative value in the y direction, yielding the
graph in Figure 1g. This graph is non-negative, but
the y value no longer adds to one, so our second step
requires normalization, i.e., dividing each y value value
by the sum of all the y values. The resulting graph is
shown in Figure 1h.

1.5 @ and Traditional Testing

Performing EPA with @ identifies code locations
that are unlikely to cause failures when rare inputs
are seen. These locations can either: (1) contain de-
sign logic flaws or (2) be input statements that read

corrupted external data that is coming into the soft-
ware from the system that the software is controlling.
If either type of event actually occurs, and

Gk [1<k<n)[(Fy [y eCp) (v CHupgr)l, (3)

is true, then we know that in P’s life-time, there is the
possibility that P will fail catastrophically when rare
inputs are selected if an anomalous event corrupts the
state at location [.

To illustrate the importance of EPA using both @
and @, we consider four extreme cases:

1. A particular location (or module or program) is
insensitive under both distributions.® This loca-
tion is unlikely to reveal any faults during testing.
It is therefore a prime candidate for formal meth-
ods or other non-empirical verification schemes.
A fault in this location would be very difficult to
find during testing with the original distribution,
so any remaining faults are potential surprises af-
ter release.

2. A particular location is sensitive under ¢ but in-
sensitive under Q. Testing using Q will likely
reveal faults. But during operation, we have a
confidence that if the code experiences any prob-
lems similar to the “mimicked” faults used during
EPA | the code is self-correcting enough to not fail.

3. A particular location is insensitive using @), but
sensitive using ). This location will benefit from
testing using Q.

4. A particular location is sensitive under both dis-
tributions. Testing using either distribution is
likely to reveal any faults.

When we are interested in whether or not testing
will discover faults, high fault-tolerance can be dis-
couraging. But fault tolerance requires that software
be robust and able to recover from unexpected prob-
lems, as well as not “reveal” problems if they exist.
That 1s, the software should be able to somehow re-
cover from a software fault or corrupted input and pro-
duce correct (or at least acceptable) output. During
testing, we want faults revealed; during fault tolerant
execution, we want faults “covered up.”

If testing is based primarily on a particular input
distribution, then inputs in a low probability bin of
that distribution are less likely to trigger failures dur-
ing execution. The software segments exercised by

6High sensitivity implies low fault tolerance, and insensitivity
implies high fault tolerance [4].
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these bins are, therefore, more likely to contain undis-
covered faults. However, if the software has high fault-
tolerance when executing low probability input test
cases, faults are likely to remain hidden during opera-
tion; i.e., the software will tolerate problems that arise
during the operational life-time of the code. It is this
argument that has motivated our work in this area.
In traditional reliability testing with an input dis-
tribution, repeated executions (hopefully) mimic the
conditions that the software will experience in oper-
ation. Reliability information can then be predicted
under assumptions about the accuracy of the input
distribution. Testing with @ does not give this “pre-
dicted” reliability. Instead, testing with Q will exercise
the code with less frequently (but still legal) selected
inputs. As such, the tester can expect to discover soft-
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ware faults that might linger, undetected, for quite
some time when the software is tested or used by cus-
tomers under situations anticipated by the developers.
(For example, an incorrect exception handler might be
caught if an unlikely input that exercises the handler
is chosen.) However, these undetected errors can sur-
face either after time works against the probabilities
or if the distributions shift during use.

@ could be particularly helpful when software has
passed all planned tests using (). Faults that are only
sensitive to infrequent inputs (according to @) could
be more likely to be uncovered by @, particularly if the
reason such faults are “good” hiders is that they are
rarely executed according to @, but they are reached
by Q. B

Another valuable application of EPA based on @) is
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to predict a likely probability of failure for a piece of
software. The smallest remaining errors are the most
difficult to find, and traditional testing is limited in
giving assurance about very “small” faults (i.e., those
that result in a very small probability of failure). EPA
can help in this regard: if EPA can demonstrate that
very large faults are unlikely (i.e., faults will tend to be
“small,” and therefore unlikely to be triggered during
operation), then an additional confidence can be added
to the original squeeze play confidence (based on @
and testing) that no failures will occur [3, 12].7

TEPA with Q strengthens the squeeze play; even if a loca-
tion is likely to reveal faults with @ and does not, and it is
fault-tolerant to faults with @, then we have two pieces of in-
formation suggesting that during the life of the code according
to Q, failures will not occur. Whenever, according to the op-
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2 Conclusions

Information concerning how problems propagate
through safety-critical systems and the probabilities of
propagation occurring is useful for fault-tolerance as-
sessment. For fault-tolerance, regions of high propaga-
tion are dangerous, because they are likely to produce
erroneous values that will lead to unsafe conditions.

This paper presents the theory behind a fault-
tolerance assessment method for dynamically studying
the effects of simulated hardware failures and software
faults when less likely operational inputs are selected.

erational distribution. small sized faults can be shown to be
unlikely to exist and the program appears to be fault-tolerant
in the ultra-reliable region of the input space, i.e., the improba-
ble input subdomain, the squeeze play becomes more practical.



This methodology is empirical, not formal, and thus
the results from such a method are not absolute guar-
antees of how the system will behave when deployed,
but rather predictions that are based on prior obser-
vations. But although empirical, this methodology is
not testing, and thus no oracle is required.

We should also mention that the ideas that we
have presented here can be immediately applied to is-
sues associated with software security. Many of the
same development methodologies used for software
safety are applied to computer security. An exam-
ple is the building of firewalls in a security sensitive
application to protect against malicious threats. The
method outlined here could easily be customized for
computer /software security applications.

3 Future Work

EPA is currently automated as one tool in the
PiSCES Software Analysis Toolkit (TM) 1.5 [9]. The
EPA tool queries the user to specify which class of
faults they want to simulate: incoming hardware fail-
ures, software faults, or a combination thereof. The
EPA tool allows the user to define Cp. If members
of Cp are ever observed, the user knows where in the
code such a problem was able to propagate from, and
the user also knows how frequently this event was ob-
served. The tool also allows the user to estimate a
mean-time-to-hazard (MTTH) for each class of catas-
trophic events. We are currently incorporating the
distribution inversion capability into the tool for sev-
eral large commercial applications that are scheduled
to be analyzed in 1995. The main effort here is in
modifying our algorithm to handle multi-dimensional
input distributions.
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