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Abstract. Software testability, the tendency for software to reveal its faults
during testing, is an important issue for verification and quality assurance.
Testability measurement can also be used to good advantage as a debugging
aide. In this paper, we propose using testability measures for assertion place-
ment and fault isolation. One measure of testability is a technique termed
“Sensitivity Analysis.” This technique analyzes how likely a test scheme is
to (1) propagate data state errors to the output space, (2) cause internal
states to become corrupted when faults are exercised, and (3) exercise the
code. By knowing where “small” faults are likely to hide for a particular test
scheme, we have insight into where assertions are warranted and particularly
beneficial. Even without hints from assertions as to where a fault might be
resident, sensitivity analysis and a rough failure probability estimate (for a
program during test or operation) provide enough information to formalize
a testability-based debugging paradigm that can be used to identify possible
fault sites. This model works well when hiding faults are of small size and
causing infrequent failure.

1 Introduction

Software testing is performed to satisfy one of two goals: (1) to detect and then
remove faults, and (2) to estimate the reliability of the code. Testing is usually only
considered effective when it uncovers faults. Testing 1s often considered ineffective
when 1t does not reveal existing faults, the effects of which may be significant and
dangerous. In this situation, faults will remain to surface after the software is de-
livered. Since debugging is typically invoked after failure occurs, test schemes that
have the greatest ability to produce failures (when faults are present) are preferable.

Our research has previously focused on how faults “hide” from testing.! Voas
defines testability of a program P to be the probability that a particular testing
strategy will force failures to be observable if faults were to exist. In contrast, software
detectability of a program P is the probability that a particular testing strategy will
force failures to be observable if faults were to exist and the probability that the oracle
will be precise enough to detect failures. In this paper, we use an implementation of
Voas’s testability definition [12] to identify where faults (if they exist) are likely to
hide [12, 9, 6]. Low testability source locations are statements where it is believed
that “small” faults will be difficult to detect during testing. We thwart the potential
error masking at low testability locations through strategic assertion placement; this
will serve to improve the efficiency of fault isolation. We will also demonstrate how

! This is traditionally referred to as “error masking.”



testability measurements can enhance automated debugging when assertions are not
violated or used.

2 Assertions

Run-time assertion checking is a programming-for-validation “trick” that can help
insure that a program satisfies certain semantic constraints. The wide-spread appeal
of assertions can be seen recently in languages such as Anna [3] and Eiffel [5]. Anna
(Annotated Ada) use comments to embed assertions; Eiffel uses object invariants
that are inserted as pre- and post-conditions to all operations on the object. Blum
and Raghavan have investigated program correciness checkers and shown that in
many cases, it is possible to check a program’s output for an input [10]; by allowing
for the possibility of incorrect results, the program designer is forced to confront
the possibility of faults and what to do if the program does enter into an incorrect
state. Designing programs to correct themselves provides an alternative to proving
absolute program correcntess.

Our interest in assertions is not whether languages or programming paradigms
support their use, but rather how to embed assertions in a manner that has the
greatest fault revealing ability. The conjecture that has motivated this paper follows:

Why place assertions on portions of the state if it is known a prior: that
if these portions of the state are in error, failure is nearly guaranteed to
occur. Instead, place assertions on portions of the state when it is likely that
incorrectness in those portions of the state will not be observable at the
program exit point.

Assertions test the correctness of the entire program state or they test some
portion of the program state. In proofs of correctness, the entire program state is
demonstrated as satisfying certain logical constraints. Typically, software testing
only checks the correctness of data states that are output. In contrast, assertions
check “intermediate data values” that occur during an execution. A benefit of check-
ing intermediate data values is that we know immediately whether the program has
entered into an erroneous state.

We will assume that assertions evaluate to TRUE when the tested internal state
is satisfactory, and FALSE otherwise. If an assertion evaluates to FALSE, then we
consider the execution of the program to have resulted in failure, even if the eventual
output is correct according to the specification. We modify what we consider as
failure in the output space: a failure occurs if the output 1s incorrect or an assertion
fails. This not only modifies what is considered failure, but it also modifies what is
considered output.

“Observability” is a term used in hardware design that means the ability to
detect problems in the inner logic of a chip. Hardware probes are placed into circuits
to increase the observability of the circuit during test. Similarly, assertions increase
observability in software by increasing the dimensionality (and/or cardinality) of the
output space of the software. After testing a program N times and not observing
failure (with the assertions in), we gain a confidence that faults are not hiding.



Once testing is completed, the assertions may be removed if the development team
chooses.?

This paper advocates a middle ground between no assertions at all (the most
common practice) and the theoretical ideal of assertions at every location. Our com-
promise is to place assertions only at locations where traditional testing is unlikely
to uncover software faults. One type of testability measurement, sensitivity analysis,
identifies the locations where the current testing scheme is unlikely to be effective.
Assertions that will be placed in the code will be a function of sensitivity analysis.
Sensitivity analysis (See Section 2.1) is a function of the testing scheme. What has
surprised us from this research is that the assertions that are based on deficits in
testing scheme A appear to still be valid at improving the fault-detection of testing
scheme B.3 Although this has not been formally nor empirically substantiated, if
generally true, it suggests that current research into which testing scheme is better
may be wasted effort; possibly any reasonable testing scheme can be massaged into
an excellent fault-detection capability with plausible assertion placement schemes.

2.1 Sensitivity Analysis

Sensitivity Analysis is composed of three subanalyses: (1) one to measure the prob-
ability that the test distribution can actually reach particular locations, (2) one to
measure the probability that incorrect locations cause data states to be corrupted,
and (3) one to measure how likely corrupt data states are to propagate. Each of
these analysis produces a point estimate in [0,1], and the testability of a location,
6; is also in [0,1]. Here, we will concentrate on two of these: Infection analysis and
Propagation analysis.*

Infection analysis estimates the probability that a mutant at a particular location
will adversely affect the data state which immediately results when the location is
executed. In other words, will the mutant produce a value in the following data state
that is different than the value that is produced by the original location?

Infection analysis is similar to mutation testing [11]; what is different is the
information collected For a given location in a program, we do not know whether
or not a fault 1s present, and we don’t know what types of faults are possible at
the location. So we create a set of mutants at each location. After creating a set
of mutants, we obtain an estimate of the probability that the data state is affected
by the presence of a mutant for each mutant in the set. We select a mutant from
the set, mutate the code at the location, and execute each resulting mutant many
times. The data states created by executing the mutants are checked against the
data states from the original location to determine if the mutants have infected the
data states. The proportion of executions that infect for a particular mutant are the
infection estimate for that mutant.

2 The removal of assertions is motivated by the desire for more efficient execution during
production runs.

? One notable exception here is the use of assertions to thwart fault hiding of infrequently
exercised code. because of the testing scheme

* There is no teason to concern ourselves with the analysis that estimates (1), because
assertions in regions that are almost never executed by the testing scheme will themselves
never get executed.



The algorithm for finding an infection estimate is:

1. Set variable count to 0,

2. Create a mutant for location ! denoted as h,

3. Present the original location [ and the mutant A with a randomly selected data
state from the set of data states that occur immediately prior to location [ and
execute both locations in parallel,

4. Compare the resulting data states and increment count when the function com-
puted by h does not equal the function computed by [ for this particular data
state,

5. Repeat algorithm steps 3 and 4 n times,

6. Divide count by n yielding an ;\hlpD

Propagation analysis estimates the probability that an infected data state at a
location will propagate to the output. To make this estimate, we repeatedly perturb
the data state which occurs after some location of a program, changing one value in
the data state (hence one live variable receives an altered value) for each execution.
We term a variable as being live at a particular location of a program if the variable
has any potential of affecting the output of the program. For instance, a variable
which is defined but never referenced is one example of a variable which would not
be live. By examining how often a forced change into a data state affects the output,
we calculate a propagation estimate, which is an estimate of the affect that a live
variable (the variable that received the forced change into the data state) has on
the program’s output at this location. We find a propagation estimate for a set of
live variables at each location (assuming there is more than one live variable at a
location), thus producing a set of propagation estimates—one propagation estimate
per live variable.

If we were to find that at a particular location a particular live variable had a
near 0.0 propagation estimate, we would realize that this variable had virtually no
affect on the output of the program at this location. This does not necessarily mean
that this variable has no affect on the output—only that it has little effect. Hence
propagation analysis is concerned with the likelihood that a particular live variable
at a particular location will cause the output to differ after the live variable’s value
is changed in the location’s data state.

Propagation analysis is based on changes to the data state. To obtain the data
states that are then executed to completion, we use a mathematical function based
upon a random distribution termed a perturbation function. A perturbation function
inputs a variable’s value and produces a different value chosen according to the
random distribution—the random distribution uses the original value as a parameter
to in when producing the different value.

An algorithm for finding a propagation estimate is:

1. Set variable count to 0,

2. Randomly select a data state from the distribution of data states that occur
after location ! (that are function of program P’s input distribution D),

3. Perturb the sampled value of variable @ in this data state if a is defined, else
assign a a random value, and execute the succeeding code on both the perturbed
and original data states,



4. For each different outcome in the output between the perturbed data state and
the original data state, increment count; increment count if an infinite loop
occurs (set a time limit for termination, and if execution is not finished in that
time interval, assume an infinite loop occurred),

5. Repeat algorithm steps 2-4 n times,

6. Divide count by n yielding 1[)(1”:[).

2.2 Locations Needing Assertions

Assertions that are placed at each statement in a program can automatically mon-
itor the internal computations of a program execution. However, the advantages of
universal assertions come at a cost. A program with such extensive internal instru-
mentation will be slower than the same program without the instrumentation. Some
of the assertions may be redundant. The task of instrumenting the code with cor-
rect assertions at each location is burdensome, and there is no guarantee that the
assertions themselves will be correct.

Let L represent the set of all locations (statements) in a program, P, and suppose
that propagation and infection analyses [12, 6] have been performed at each member
of L. Let ©; be the set of non-zero infection estimates and the propagation estimate
for the variable on the left hand side of some location, ;> @; does not contain
I’s estimate of the likelihood of reaching {. Now let §; = min[@;]. The information
produced by sensitivity analysis can be considered as an assessment of the likelihood
that there is a fault hiding in [ affecting the variable assigned at { given a program
testing scheme, D.

By viewing a location as only affecting one variable of the data state (i.e., no
side-effects), we can rank all locations in the program according to the #;s. This
ordering provides knowledge as to (1) which locations are likely to hide faults during
testing, and (2) where assertions can be cost-effectively employed. If the propagation
estimate dominates 07, then there 1s some later location that may mask problems at
[, and hence asserting on [ allows us to be less concerned with such masking. If an
infection estimate dominates, then an assertion decreases the likelihood that [ will
hide a fault.

To rank locations, we first establish a cut-off score, ¢, such that locations with
scores below the cut-off are judged to be dangerously insensitive to faults. The cut-
off score marks the fault size that we consider to be too problematic to simply test
for. For a variable assigned a value at one of these dangerous locations, we will
place an assertion at that location. The assertion is devised to reflect a required
state of the computation of that location; this information must be extracted from
the specification. Our placement recommendation: create assertions for all locations
where 0y < e, and place these assertions immediately after | (this set of locations is
denoted by L').

An assertion is a self-test that the software performs during execution. For exam-
ple, a software assertion might look like ASSERT (program_inpul_values, y, z+x-4),
which passes the code input values and the variable being tested, y, into a procedure
that returns TRUE if y is equal to z+x-4 and FALSE if it is not. The value-added
by inserting assertions into software is directly dependent on two factors:

® We only use non-zero infection estimates because we do not decide mutant equivalence.



1. Is the assertion correct? and
2. How “tight” is the assertion?

We say an assertion is tight if we are able to determine whether the value being tested
is correct. An assertion is tight with respect to the value that the variable should
have at that location in the code. Finding a tight assertion 1is, in general, nontrivial.
The opposite of a tight assertion 1s a loose assertion that allows a variable to have
a less well specified value; such assertions reveal less about the internal state of the
computation.

Our plan for using assertions is simple:

1. Perform propagation and infection analysis on the original code.
2. Place assertions where warranted by the 6; rankings.
3. Test the code with the assertions in place.

There are several things to note: (1) you can place assertions at locations that are
infrequently executed, but realize that those assertions may not get exercised until
the code is released (assuming that they are left in). (2) Assertions have the greatest
impact on propagation estimates, because when they test a portion of the program
state, that data value tested is a function of other data values (which, if they are
corrupt, are more likely to be exposed because of the assertion).

When testing is complete and the software is being released, the assertions may
be removed. Executing software assertions decreases efficiency. Removing assertions
after testing is analogous to compiling without the debug flag when we are no longer
experiencing run-time errors. Assertions remaining in production software can be
useful in detecting and diagnosing problems.

2.3 Incorrect Assertions

Deriving correct assertions 1s no trivial exercise; recognize that for any specification,
there are an infinite number of correct programs that implement the desired func-
tionality, and an infinite number of incorrect programs that are slight mutations of
each correct program. Thus, the process of assertion placement is version specific,
i.e., you must consider the version before injecting assertions. The rule of thumb:
one assertion may not fit alll This fact highlights the difficulty of placing correct
assertions in the correct place. Even if assertions are incorrect, they are likely to
benefit assessed testabilities. But our goal is not merely to use assertions to increase
testability, but rather to use assertions as windows into the computational state.
Only correct assertions are useful to debugging.

Our testability-based assertion placement method combines formal mechanisms,
empirical testing, and empirical testability analysis. When assertions are correct,
they can deliver information both about testability and correctness. The correctness
requirement for assertions is costly, but the need for a correct oracle has always been
a limitation of testing techniques [4]. Tt is not reasonable to simply insert assertions
and claim that the overall testability is increased; the assertions must also be an
aide to testing and debugging.



2.4 Lemma of the Impact of Assertions on Testability

Here, we wish to give a simple lemma that the impact of an assertion on error
propagation must either be: (1) negligible, or (2) positive. Error propagation is a di-
rect factor in assessing software testability: greater error propagation implies greater
testability. As you will see, this lemma is intuitive and obvious, and hence we will
not belabor the point.

Lemma: The impact of an assertion on error propagation must either be:
(1) negligible, or (2) positive.

Proof:
Assume that for some program P, all memory that the program has access
to is contained in a ten-element array: a[0], a[l], ..., a[9]. Assume further

that some percentage x of that array, 0 < z < 100, is output from P,
and all information that is output from P is checked by an oracle, O. And
assume that each member of a is only ever defined with a value once. For any
element in a, there is a probability (> 0) that either a fault (design error)
or corrupt input will cause the element to also become corrupted; we denote
these probabilities: Pajoj, Pafi), .., Pafg). For example, if some element of a
is defined in unreachable code, this probability is 0.0.

If # = 100, then all members of a are currently being checked correctness by
O, and if z < 100, then not all members of a are being checked. If z = 100,
adding an assertion to check an element afy] that is already being checked
will not increase the likelihood of error propagation. But if z # 100, and we
assert on a member of a that is not being checked by O, then unless this
data member is dead, the likelithood of error propagation must increase.
This is true because of the basic probabilistic laws: given two events A and

B,
Pr(A) v Pr(B) > Pr(A)
Pr(A) v Pr(B) > Pr(B)

In our notation, suppose that a[0] through a[8] are being tested by O; then
adding an assertion to a[9] cannot decrease the likelihood of error propaga-
tion, because:

Pajo1 V Paj) V Paja) V Paga) V Pajq) V Pas) V Pajs) V Par] V Pafg) >

Pa[o] V Pa[l] V Pa[z] V Pa[3] V Pa[4] V Pa[5] V Pa[6] V Pa[7] V Pa[g] V Pa[g].
a

We have just shown that assertions cannot decrease software testability assess-
ments; they can only improve testability scores or have no effect whatsoever. To
better understand why this occurs, consider the two main implications that the
assertion, ASSERT((a b ¢, x, a*b - ¢), has when triggered:

1. If the most recent expression that assigned x has not assigned it a value of a*b
- ¢ (for the most recently assigned values of a, b, and ¢), then the assertion will
trigger and return a message that it failed; this may be because the expression
being used to calculate x is incorrect, or



2. If the expression that assigns x does not assign it a value that is equal to a*b
- ¢, then this may mean that some combination of the values referenced in
that expression contain incorrect values. For debugging purposes, analysis both
of the expression and the calculations for the referenced variables should be
performed. This provides a way of partially checking the “goodness” of the state
coming into that expression, i.e., a way of testing for whether an incorrect data
state has propagated to the point in the program state where the assertion is

called.

2.5 Intrusive vs. Non-Intrusive Assertions

One common criticism against software assertions is that they are usually imple-
mented via intrusive instrumentation. The reason for doing this is that it is far
easier (meaning cheaper) to code assertions in the program language than it is to
use a separate hardware processor (executing the assertions). When a separate pro-
cessor 1s used, it probes the variable values in memory written to by the running
program and executes the assertions at the appropriate times. But none the less,
non-intrusive assertions are possible, particularly for applications that are timing
sensitive. The point here is that assertions are not necessarily intrusive, but for prac-
tical purposes, they usually are. Assertions can be implemented in both an intrusive
and non-intrusive environment; our current method of implementing the testability
measurement is intrusive.

2.6 Experiment Using Testability-Guided Assertion Placement in
Object-Oriented Study

We now summarize the results obtained by performing testability analysis on an
object-oriented Automated Teller Machine (ATM) simulation [2]. The ATM system
was coded in C++4 from a simple ASCII specification. In this experiment, we were
focused solely on using assertions to decrease the negative impact of encapsulation
and information hiding on system level testing. 102 system level test cases were
developed such that all locations in the program were exercised.

The Automated Teller Machine (ATM) program simulates a single ATM con-
nected to a bank. The machine accepts ATM cards and verifies the validity of the
user by accepting a PIN number and matching 1t with the users PIN number main-
tained at the bank. If the user enters three unsuccessful PIN numbers, the machine
eats the card and informs the user to contact the bank. If valid, the user has access
to one checking and one savings account. Possible transactions includes: withdrawls,
transfers, and balance checks. A transaction is invalid if either the user tries to with-
draw greater than $200 per access or attempts a transfer/withdraw that overdraws
an account. Each valid transaction generates a separate receipt. All receipts are
printed when the user has completed all desired transactions.

Inputs to the program take the form:

<atm card>

<pin number>
<transactions>*
<quit>



In the C++ ATM code, we identified eight locations in the C4++ code that are of
particularly low testability (See Table 1 for the statement at the location of concern
and the testability score). For each of the low testability locations, an assertion was
manually placed immediately following the location, and the testability analysis was
rerun. Here, we did not assume that the assertions were correct, but we believe that
they were. These assertions have forced each testability score to increase to 1.0,
which is a remarkable increase in the testability of the code with respect to the 102
test cases (See Table 1).

Statement Testability Before Assertion|Testability After Assertion
rec->type = ret_val; 0.00 1.0
rec->transaction = WITHDRAW; 0.095 1.0
rec->type = ret_val; 0.00 1.0
rec—->transaction = DEPOSIT; 0.00 1.0
ret_val = CHECKING; 0.00 1.0
rec->type = ret_val; 0.00 1.0
RecordNumber = 0; 156 1.0
RECORDMAX = 30; 0.00 1.0

Table 1. The “before and after assertion” testability scores.

This experiment has demonstrated that assertions increase propagation (and
hence testability) as the lemma showed. Not only did the assertions increase propa-
gation point estimates, but to 1.0, which is the maximum score.

3 A Coarse Model for Applying Testability To Fault
Localization

Even with assertions, a possibility exists that no assertions will fail even though the
program fails. We now describe a scheme that uses the sensitivity analysis infor-
mation (that guided the placement of assertions) to help isolate where small faults
might be hiding even though no assertions were triggered; this was first introduced
in [7].

If testability analysis correctly estimates the impact that mutated data states
have on program output, and if these estimates can be correlated to impacts on the
output caused by real programmer faults, then this information can be used in a
semi-automated process for suggesting where faults might be occurring. Note that
the debugging model that we are about to describe does not suggest what the fault
might be, because the testability technique has no information concerning what or is
not correct. This debugging paradigm using information concerning where faults are
more likely to hide only suggests where faults of small size are likely to hide. This
is very similar to the concept of appling software slicing to software maintenance
[13, 14, 15].

Using testability measurements in a debugging capacity after a failure or failures
have occurred requires the following information:



1. 7pp, the failure probability point estimate for program P given input distribution
D.

2. €1pp, an estimate of the probability that location [ is exercised by program P’s
input distribution, D, for each [.

3. Yaipp, the propagation estimate for each a and each (.

The method for using testability measures to predict whether or not a fault
might be residing in location [ and affecting variable a is provided in equation 1 and
equation 2: R

(éipp) - (Wapp) > (TPD) —
no fault corrupting variable a at location [ (1)

suggests that an assignment statement is not missing at location [ that assigns a
value to variable a.

(éipp) - (1[)(11PD) < (fpp) —

potential fault corrupting variable a at location [ (2)

suggests that a fault ¢s at location [ that is corrupting variable a. Note that these
equations do not say that a fault is or is not occurring; rather they say that the
impact of a corrupted data state on the output is curiously similar to the rate at
which failures are occurring.

This debugging model can be a particularly useful when 7pp is small (< 107%).
The model admittedly has limited debugging value in the following situations:

1. The program is failing because of complex fault classes such as distributed faults:
their effect on a data state 1s not currently simulated by sensitivity analysis.

2. Large failure probability estimates: they force virtually all locations to be sus-
pects,

3. The program is failing because of many different faults combining into a greater
overall failure probability. This debugging model will thus suggest more locations
as potentially containing a fault, making the model useless.

4. The hiding faults are causing infrequent failures because the faults infrequently
corrupt the program state; we currently do not have a plausible solution for this.

5. The input distribution used during sensitivity analysis does not match the dis-
tribution used during debugging.

Results using this model can be found in [7].

4 Summary

Software assertions are particularly useful during debugging; this paper has pre-
sented a scheme for identifying those regions of the code that if incorrect, are likely
to hide “tiny” faults. Armed with this information, assertions can be carefully placed
to increase those fault sizes, i.e., increase the fault-revealing ability of the testing
scheme. We have presented a means for better deciding where assertions are needed
for software systems that suffer from code regions that seem unlikely to propagate
data state errors during testing; recently, others have published similar findings as



to benefit of assertions on testability [1], but without providing guidance on where
the assertions should be inserted. Current schemes for the placement of assertions
are often either ad hoc or brute-force, placing assertions everywhere.

This testability-based assertion placement method will improve the fault-detection
capability of the current testing scheme, by adding fault-detection support to those
portions of the code that appear to be “invincible” to this testing scheme. Thus not
only do we gain confidence from an assertion that the location receiving the asser-
tion is not hiding faults, but we gain confidence that faults are not hiding elsewhere
in the code. This scheme has costs; those costs include: (1) the decrease in perfor-
mance during testing, (2) the costs of performing testability analysis, and (3) the
cost of deriving assertions from the specification. Also, if the assertions are removed
before the code i1s deployed, there will be a slight, additional cost. But for critical
systems, if a value-added benefit can be demonstrated relative to cost for a scheme,
the scheme cannot be automatically dismissed. By combining white-box analysis via
testability analysis, black-box analysis via testing, and specification-based testing
via assertions, we may be able to more quickly debug systems in a systematic and
automated manner.

This paper has also shown that even if assertions do not detect internal problems,
the testability predictions used to guide assertion placement can sometimes be corre-
lated with the probability of failure to suggest suspicious locations. In this manner,
software testability information can be of limited help to debuggers when a program
is experiencing infrequent failures. This debugging model could be greatly enhanced
if 1t were combined with a trace of which locations previous inputs exercised that
resulted in failure.
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