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Abstract

In this paperwepresentPEAT: ThePortable Executable
AnalysisToolkit. It is a softwae prototypedesignedo pro-
vide a selectionof tools that an analystmayusein order
to examinestructural aspectsof a Windows Portable Ex-
ecutable(PE) file, with the goal of determiningwhether
malicious code has beeninsertedinto an application af-
ter compilation. Thesetools rely on structural featules of
executableshat are likely to indicate the presenceof in-
sertedmaliciouscode Theunderlyingpremiseis that typi-
cal applicationprogramsare compiledinto onebinary, ho-
maogeneousfrom begginning to end with respectto certain
structural featules; any disruption of this homaeneityis
a strong indicator that the binary hasbeentampeedwith.
For example it couldnowharbor a virus or a Trojan horse
program. We presentour investigationinto structural fea-
ture analysis the developmenbf theseideasinto the PEAT
prototype andresultsthatillustrate PEAT's practical effec-
tiveness.

1. Introduction

Malicious softwareremainsa majorthreatto today’sin-
formationsystemsDetectingandanalyzingdangerougpro-
gramsis a costly andofteninaccurateende&or. The diffi-
culty of this taskis underscoredy a recentcontestchal-
lenging participantsto figure out the nefariousbehavior of
aparticularprogramthathasalreadybeendeterminedo be
maliciousin nature[10]. Often identifying a program(or
portion thereof)as maliciousis half the battle. In this pa-
perwe introducea prototypetool to aid in the analysisof
potentiallymalicioussoftware.

At the currentstageof our work we arefocusingon the
detectionof malicioussoftware (malware)thathasbeenat-
tachedto an otherwisebenign host application. This is
the modusoperandifor mary of the mostcommonforms
of malwareincluding executablevirusesand mary Trojan

horseprograms. The host programprovides cover while
thevirus or Trojan horseperformsmaliciousactionsunbe-
knownstto the user Theseprogramsften propagatevhile
attachedo gamesor otherenticingexecutables.

Maliciousprogrammersave demonstratetheir creati-
ity by developing a greatnumberof techniquesthrough
whichmalwarecanbeattachedo abenignhost. Severalin-
sertionmethodsarecommonjncludingappendingnew sec-
tionsto anexecutableappendinghe maliciouscodeto the
lastsectionof the host,or finding anunused-egion of bytes
within the hostandwriting the maliciouscontentthere. A
lesselegantbut effectiveinsertionmethodis to simply over-
write partsof the hostapplication.

Giventhe myriad waysmalicioussoftwarecanattachto
a benignhostit is oftenatime-consumingprocesso even
locate the point of infection. Traditional tools including
disassemblerand dehuggersmay be usefulfor examining
malvare onceit hasbeenlocated but provide little helpin
guidingananalystto the pointsof interest.Malicious soft-
warehiding in a datasectionor otherunexpectedocation
may be particularly difficult to identify. To make matters
worse, the total code size of a malicious programis fre-
guently ordersof magnitudesmallerthan the hostthat it
infects.

To help a malicious software analystquickly and ef-
ficiently locate malware within a hostapplicationwe de-
velopedthe PortableExecutableAnalysis Toolkit (PEAT).
PEAT s goalis to provide methodsof examiningMicrosoft
Windows PortableExecutablgPE)files[9] for signsof ma-
licious code.We accomplishthis taskby developinganaly-
sistechniqueshatidentify regionsof theprogramthatwere
unlikely to have beenpart of the hostapplicationwhenit
was originally compiledand built. The presenceof such
regionsis a strongindicatorthatmalicioussoftwarehasin-
fectedthe hostapplication.

This paperis organizedasfollows. Firstwe summarize
presenttechnologieghat addressthe more generalprob-
lem of undesirableeode(viruses,backdoomprogramsetc.)
in orderto definethe gap within that problem spacethat



PEAT fills. Next we describen detail the capabilitiesthat
PEAT provides,alongwith theideasbehindthosecapabil-
ities andtheir intendeduses.Following thatis a brief case
studywhich illustratesour practicalexperiencewith using
PEAT to detectthe dangeroudrojan horseprogramBack
Orifice 2000[8, 5] hiddenwithin aseeminglyharmlesspro-
gram. A sectionsummarizingsomeof PEAT’s weaknesses
is included. We concludewith a sectiondescribingour in-
tentionsfor furtherimproving PEAT in orderto increasdts
effectivenessn analyzingmalicioussoftware.

2. Background

In the generalcase malicioussoftware detectionis the-
oretically infeasible. In the specificcaseof searchingfor
a particularmalicious codeinstance,it is not only possi-
ble, but performeddaily by anti-virus software. Thus,we
have good commercialsolutionsto detectingknown mali-
ciouscodeinstancesHowever, the problemof determining
whethersoftwarehasmaliciousfunctionalityis undecidable
in thegeneralcasg[11]. Thatis, we cannotlook ata given
applicationand,in generaldecidewhetherit containscode
that will resultin maliciousbehaior. This is equivalent
to the halting problemin computersciencetheory which
statesthat thereis no general-purposalgorithm that can
determinghe behavior of anarbitraryprogram(7].

Asidefrom the halting problem thereis the definition of
maliciousnesso consider Whatis maliciousdependso a
large extenton the beholderandthe context. For example,
a disk formatting programmight be exactly what the user
wants (andthereforeis not consideredmalicious),though
whenembeddedn a screenseer unbeknavnstto the user
it canbeconsiderednalicious.Thus,we cannotdevelopan
algorithmto decidemaliciousness.

Otherseminalwork in this areahasprovedthe undecid-
ability propertieof detectingnalicioussoftwarein thegen-
eralcasein differentcontexts|[3, 4, 12]. So,while the prior
art hasdemonstratedhat detectingmaliciouscodein the
generalcaseis undecidablewhat optionsarewe left with
in addressinghe unknavn maliciouscodeproblem?

Oneapproacho detectingmaliciouscodein executable
programsis being investigatedby the LSFM Research
Group[2] in which both static and dynamic methodsare
appliedin orderto performmodelcheckingto ensurethat
the programunderanalysiswill not violate ary statedse-
curity policies. This is an exampleof an approachto ma-
licious software detectionthatrequiresan analystto define
maliciousbehavior in the form of a policy.

Our presentresearchdiffersfrom traditionalapproaches
to the maliciouscode problemin thatit doesnot attempt
to defineor identify maliciousbehavior Instead,the re-
searcHocuseon structural characteristicef maliciousex-
ecutablecode. This approachallows for methodsof ex-
aminingary application,whetherpreviously known or un-

known, in orderto determinef it hasbeentamperedwith

since its original development. Suchtamperingusually
takesthe form of an embeddedrirus or Trojan horsethat
is activatedduring subsequengxecutionsof the executable
program.

We choseMicrosoft Windows astheinitial platformfor
PEAT becauseof its market dominanceandthe prolifera-
tion of maliciouscodetargetedatthatoperatingsystemand
its applications.As otherplatformsincreasdn popularity,
maliciousattackson thoseplatformsaresureto follow. We
designedPEAT with thisin mind sothatit maybeeasilyex-
tendedto accommodatetherexecutabldile formats,such
asELF.

3. PEAT: Portable Executable Analysis Toolkit

The PortableExecutableAnalysis Toolkit (PEAT) pro-
videsan analystwith anarrayof toolsfor examiningWin-
dows PortableExecutable(PE) files for signsof malicious
code. Futurework will extend PEAT to include features
to help understandhe capabilitiesof that software. These
tools are designedo locatestructuralfeaturesof executa-
blesthatdo notfit in with surroundingegions;i.e., regions
of bytesthatappeato have beeninsertednto anotherwise
homogeneousinary file. The underlyingpremiseis that
programsaretypically compiledinto oneconsistenbinary.
Any deviation from this self-consistengis a strongindica-
tor of tampering.Theprogrammaybeinfectedwith avirus,
it could containa Trojan horseprogram,or it could have
beenmodifiedin someothermannerresultingin a program
whosebehavior is differentfrom the intendedbehaior of
theoriginal program.

3.1. Overview

PEAT s tools fall into three generalcateyories: simple
staticchecksyisualizationandautomatedtatisticalanaly-
sis. Simple staticchecksconsistof a list of featuresvhose
presenceor absencePEAT attemptsto verify in order to
quickly gaininformationthatmight suggessomethingsus-
picious. For example,PEAT immediatelyissuesa warning
if the programsentrypointis in anunusualocation. Visu-
alizationtools include graphicaldepictionsof several fea-
turesof the PEfile. Examplesof theseinclude

e probabilitiesthatregionsof bytesin the PEfile contain
code,padding ASCII data,or randombytevalues

e addres®ffsetsfor instructionghatperformoperations
suchasjumps,calls,or registeraccesses

e patternsof instructionsthatareknown to indicatecer
tain behavior (e.g., pushingargumentsonto the stack
andmakingacall)



The visualizationtoolkit also usesPEAT’s disassembler
basedon work by Watanabd13] , to parseanddecoden-
structions. The usermay thenview the disassemblist-
ing. In addition, in orderto identify ASCII strings, the
usermay view the ASCII representatioif all byte values
within a givenregion. Togethey thesevisualizationtools
areintendedto allow an expert analystto explore an exe-
cutablefile in an attemptto identify regionsthat appearto
be inconsistentwith the entire program. To complement
thesemanualanalysiscapabilities PEAT alsoprovidesau-
tomatedanalysigtoolsto guidethe analystto suspiciouse-
gionsof the PEfile.

PEAT’sautomatedanalysigoolsperformstatisticatests
in orderto detectanomalousegions. Theanalysisoperates
onmary of thesamePEfile characteristicasthevisualiza-
tion tools. Theuserchoosesvhich featurego considerand
theanalysisenginewill thendivide the PEfile sectiongnto
severalregionsanddeterminewhetherthereareary statis-
tically significantdifferencesetweenthoseregions. Each
anomalythat is found is reportedand storedas a suspect
region, alongwith automaticallygenerateccommentsde-
scribingwhy it stand=out.

Theremaindenof this sectiondescribeshesetoolsin de-
tail.

3.2. Static Checks

PEAT performsseveral static checksof the PE file un-
deranalysisto quickly gaininformationthatmight suggest
thatit containssomethingsuspiciousThefirst of theseis a
checkon the programs entry point addresspbtainedfrom
the PEfile headerThisaddresshouldfall within somesec-
tion thatis marked asexecutable(typically this will bethe
first section,and named.text or CODE). If this is not the
case,for example,if the entry point lies in the .reloc sec-
tion, which shouldnot containexecutablecode,a warning
will bedisplayedin PEAT’s mainwindow oncethe PEfile
is loadedinto PEAT.

Another static checkattemptgo identify “boguscalls”,
which we defineto be instructionsthat call to the imme-
diately following instruction. Sucha sequencef instruc-
tions is a commonmethodvirusesuseto determinetheir
addressn memory Thisis because¢hevalueof theinstruc-
tion pointerregisterEIP getspushedntothe stackasaside
effectof a CALL instruction[1]. Thevirus exploits this by
immediatelypoppingthis value. Becauseof the suspicious
natureof suchinstructionsequencesPEAT will alert the
userto their presencafter the PE file hasbeendisassem-
bled.

Finally, PEAT determinesvhich DLL librariesarelisted
in the PEfile’s import tableandreportsthe nameand con-
tentsof each.In addition,it findsall instructionsin the pro-
gramthatcall a functionin a DLL library andreportsthe
locationsof thoseinstructions,alongwith the library and
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Figure 1. Byte-type section view: code likeli-
hood

function name. This is a quick initial passat determining
whetherthe programhasary unexpectedcapabilities,such
asfile or network I/O in anapplicationthat shouldnot re-
quirethatfunctionality.

3.3. Visualization Tools

Byte-Type Views: The visualizationtoolkit provides
multiple ways to view structural featuresof a PE file.
Onesuchview is a plot that allows an analystto quickly
seewhich regions of a PE file containcode, ASCII data,
paddingfor alignment,or randombyte values. An exam-
ple is givenin Figure 1 in which the .text sggmentof the
W32/Stupidvirus is displayed. Eachpoint alongthe hor-
izontal axis represents window of bytesof the .text sey-
ment, andits value along the vertical axis, scaledfrom 0
to 1, representdow likely the window of bytesconsists
of somebyte-typeof interestwith highervaluesindicating
greaterikelihood. In this example,codelikelihoodis dis-
played. Whatwe seeis that only the latter portion of this
.text sggmentappeardo containreal code,indicatedby the
fairly solid line of pointshigh ontheverticalaxis.

Theprobabilityvaluesaredeterminedy standardstatis-
tical proportiontestsin which the proportionof a certainset
of byte values(e.qg., valuesin the ASCII characterange)
obsenedin awindow of bytesis computed.Basedon the
sizeof thewindow, the sizeof the setof targetbytevalues,
andtheobsenedproportionof thosetargetvaluestheprob-
ability p of drawing theobsenedbytevaluesfrom apopula-
tion of randombyte valuesis computed! Thecomplement
of p is plotted,sothathighervaluesindicategreaterik eli-
hoodthatthe window containsthe byte-typeof interest.In
additionto theseprobabilities,the obsened proportionof
eachof thesebyte-typeds alsoavailablefor viewing.

IHere,p = 1—F(z) whereF is thecumulatve distribution functionof
astandardormalrandonvariableandz = —2=2*¢__ with n beingthe

Vnxex(1—e)
window size,e beingtheexpectedoroportion,andz /n beingtheobsered
proportion.
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Figure 2. ASCII view

EStox Oxatizes-maavics _ mEE
Address | Bytes Instruction Operand
0401540 86 44 24 04 mov e esp] =l
0401544 50 push eax
0401545 ES CO8 B7 00 00 call 040CD73
0401544 pop Eex
0401548 |cz o400 retn 0004 1
040154 nop
004015AF L] nop
00401580 56 push ebp
00401581 8B EC mow 'ibﬂ.esﬂ
0401583 A FF push FF
040 5 ES 35 41 00 push 004135E8
0401584 A1.00000000 mow eax,[00000000h]
04015CG0 5 push ean
04015G1 88 2500 00 00 00 |mov dword ptr ds:[00000000h], esp
04015C8 EC14 sub Bs5p,14
04015CE push b
040156 push esi
04015CD push edi
04015CE 8B F1 moy esi,ecx
0401500 33 FF HOF edi,edi
04015032 |89 65 FO mow [ebp-10R],esp
erriene Ane T Frm oo oo ot =l

Figure 3. Disassemb ly view

The other type of informationthat is available in this
view is a plot of byte-valueentrogy. Thatis, the section
is dividedinto severalwindows andthe total entropy of the
bytevaluesin thatwindow is computed.Theseentropy val-
uesarethennormalizedagainsthe total entropy valuesfor
eachwindow andthenplottedon theverticalaxis.

ASCII View: From the section-leel view described
above, the usermay selecta region to investigatefurther.
Oneadditionalview is adisplayof the ASCII representation
of eachbytein theselectedegion. An exampleis displayed
in Figure2. Thesebytescorrespondo theregionfrom Fig-
ure 1 thathasa high probability of containingASCII data.

Disassembly View: Anotherway to investigatea par
ticular region of interestis to have PEAT disassembl¢hat
region anddisplaythe results. For eachinstructionthatis
parsedthe addressraw byte values,instructionname,and
the operandsf theinstructionaredisplayed.An example
is shavnin Figure3.

Memory Access via Register Offsets: PEAT provides
aview thatallows the userto seewhene&/er memoryis ac-
cessedby addingan offsetto a registervaluein orderto
determinean addressn memory The userfirst choosesa
registerto consider suchasthe basepointerregister EBR,
andthenPEAT useghedisassemblynformationto find and
plotall suchmemoryaccessesAn exampleis shavn below.
Thereis a horizontalline throughthe middle of the verti-
calaxisrepresentin®, andpositive andnegative offsetsare
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Figure 4. Register offset view

plottedagainsthis. Thisview canbeusedto visually assess
whethersomeregion usesthis meansof accessingnemory
differentlyfrom otherregions(e.g.,largeroffsets,morefre-
guentoffsets,or offsetsin oppositedirections).

Other Views: We have definedsomeother views that
have not yet beenincorporatednto PEAT. Onesuchview
displaysoffsetsfor jump and call instructions,similar to
the view of register offsets,in orderto visually determine
whetherregionsarefairly self-containedor whetherlarge
jumps are made,suchasto outsidethe boundarief the
executingsggment.Anotherview displayscommorninstruc-
tion patternssuchasseveral pushedollowedby call (indi-
catingthe pushingof argumentsonto the stackin orderto
make a procedurecall). The analystcouldvisually notethe
presenceor absenceof thesecommonpatternsand deter
minewhetherary region of the sectionappeargo bediffer-
entfrom the others.

3.4. Statistical Analysis

As a supplemento the simple static checksandthe vi-
sualizationtools, PEAT also providesanalysiscapabilities
basedon using statisticalmethodsfor identifying anoma-
lous regionswithin a PEfile. The usermay chooserom a
widerangeof featuredo extractfrom theprogram suchas:

e Instructionfrequencies

Instructionpatterns

Reagisteroffsets

JumpandCall offsets

Entropy of opcodevalues

e CodeandASCII probabilities

Theseare discussedn further detail below, in termsof
their potentialusefulnessn identifying anomalousegions
within aprogram.But first we discusghegeneraktatistical
approachthatis appliedfor whichever featuresareusedas
inputdata.



WhenPEAT performsits automatechnalysisiit iterates
overeachsectionof thePEfile. Thesectionis disassembled
into instructions,andthendivided into n consecutie dis-
joint windows of afixednumberof instructions. Themetric
of interestfor eachwindow is computed(e.g., entrogy of
opcodevalues)yielding alist of values

X = (21,22, .., )
Fromthis list, anothellist of differences

Y= (yl;y2a "'aynfl)

is computedwherey; = z;41 — x;.

Next, PEAT iteratesover the windows and determines
for eachwindow whetherthe correspondinglatapoint in
X is astatisticaloutlier with respecto the remainingdata
pointsin X. For window i, themeanandstandardieviation
of X \ z; is computedandit is determinedvhetherz; lies
within two standarddeviations of the mean. Anytime this
is not the case the window will bereportedasanomalous,
alongwith a probability reflectingthe lik elihood of realiz-
ing avalueatleastasdeviantasz; from theremainingem-
pirical distribution. This procedureyieldsalist of windows
thathave, for example,anomalougntropy, with respecto
theotherwindows in the section.

A similar procedurds appliedto the windows with re-
spectto the Y datapoints,yielding a list of windows that
exhibit a significantsequentiathangein the metric of in-
terest. For example,if commoninstructionpatternshave
beenobsenedup to somepointin the section,andthenall
of asudderdisappearthis will bereported.Thereasoning
behindusingboththe X andY pointsis thatthe X points
may be insufficient to find an anomalousegion in a sec-
tion whosefirst half, for example,is normal,while its entire
secondhalf hasbeenoverwrittenwith maliciouscode.

Given this generalframenork for statistical analysis,
PEAT providesseveraldifferentmetricsfrom whichto build
asetof criteriafor anomalydetection.

Instruction Frequencies: The idea behindexamining
instructionfrequenciegrom window to window stemsrom
oneof our morefundamentapremiseghatvirusestendto
bewrittenin assemblyanguagevhile thehostapplications
tendto be compliedfrom high-level languages. We per
formedastudybasednthispremiseto identify ary instruc-
tionsthatappeafrequentlyin assemblyanguageprograms
andrarelyin compiledcode,andsimilarly, instructiongthat
appeaifrequentlyin compiledcodeandrarelyin assembly
languageTheresultsof this studyledto thelists of instruc-
tions whosefrequenciesare calculatedfor the purposeof
finding anomalousvindows. Ideally, maliciousassembled
codethat hasbeeninjectedinto a sectionof a PE file will
bediscoveredduringthestatisticalanalysisdueto asudden
absencef frequentcompiledcodeinstructions andfurther

analysiscould verify that assemblylanguageinstructions
areabnormallyfrequentin thatregion.

Instruction Patterns: The motivation for examining
patternsof instructionsis very similar to the ideas be-
hind examining instruction frequencies. Our premiseis
that compiledcodeis likely to exhibit regular instruction
sequenceso implementcommonconstructdik e function
callsandreturnsandlooping constructs An assemblylan-
guageprogrammers corventionsfor implementingthese
are not necessariljthe sameasthe compiler and perhaps
not even consistentfrom useto use. We have performed
aninitial studyof assemblyanguageoutputfrom the Mi-
crosoftVisualC++compilerandhave built alist of patterns
that are seento resultfrom the useof commonhigh-level
languageconstructs. The frequenciesof the patternsare
one metric thatthe usercanchooseto incorporateinto an
analysiswith the goalbeingto discover injectedmalicious
assemblyanguagecodeviathesudderabsencef suchpat-
terns.

Memory Accessvia Register Offsets: Anotherpremise
we haveis thatnormalapplicationsandmaliciouscodewill
eachusecertainregistersdifferently In particular thebase
pointerregisterEBP is commonlyusedby normalapplica-
tions as a referencepoint for accessingocal variableson
the stack. Malicious programs,however, cantake advan-
tageof this key referencepointto determinewvherethey are
in memory acommonlynecessarpieceof informationfor
themto function and adjustasthey spreadthroughoutun-
known executables.Thusregisteroffsetvaluesusedwhen
accessingnemoryvia aregisterareanothemetricthatcan
be usedduringstatisticalanalysis.

Jump and Call Distances. The commonlayout of an
applicationcompiledfrom a high-level languagds simply
a sequencef self-containedunctions. Control flows be-
tweenthesefunctionsvia the CALL andRET instructions.
Jumpinstructionsalterthecontrolflow within asinglefunc-
tion, implementinghigh level conditional constructssuch
asi f statementsandwhi | e loops. Therefore,the dis-
tancedraveledduringa normalapplications jump instruc-
tions shouldbe relatively small and regular, and similarly,
thedistancesraveledduringcall instructionsshouldberel-
atively largerandregular What shouldvery rarely be ob-
sened in normalapplicationsare extremelylarge jump or
call distancessuchasto othersectionf the PEfile.

Byte-Type Probabilities: Thelasttypesof information
that PEAT usesasinput to the statisticalanalysisare the
probabilitiesthat windows consistof ASCII data,padding,
or realcode. This is the sameinformationthatis presented
in the sectionview display In conjunctionwith the other
metrics,this byte-typeinformationcanaidin thefurtherin-
vestigationof regions that are marked as anomalous. For
example, if a window is marked as an outlier for having
a suddenabsencef commoninstructionpatternsput it is



alsomarked asan outlier for having a suddenhigh proba-
bility of beingpaddingandlow probability of beingcode,
the analystcanmoreconfidentlyconcludethatthe absence
of patternsdoesnot indicatethe presencef assemblyan-
guagecodebut ratherthe absencef codealtogether
Whenthe entireautomatedanalysiscompletesthe ana-
lyst is presentedvith alist of windows thatwerefoundto
be anomalous.Eachis reportedalongwith its locationin
thesectionanda descriptionof whatcharacteristicenadeit
standout. From this list, the analystcaneasilyinvoke the
visualizationoptions,suchasthe disassemblyin orderto
furtherinvestigatesomeparticularregion.

4. Reaults

We have hadinitial successvith usingPeatto perform
analysison several maliciouscodesamples.Of particular
interestis a study in which we detectedthe Back Orifice
2000 sener [8, 5] hiding inside of a seeminglyharmless
application.

InPEctis a tool thatis usedto inject arbitrary Trojans
into arbitraryvictim applicationsonthe Windows platform.
WhenauserrunstheresultingexecutabletheinjectedTro-
janwill startto runin thebackgroundandthevictim appli-
cationwill runasusual. TheTrojanpersistsafterthevictim
applicationterminatesWe usedIinPEctto injectthe BO2K
sener into a typical Windows application: the calculator
programgcalc.ee.

We then examinedthe infectedexecutablewith Peatin
order to determineif ary of PeatS metrics could detect
the Trojan’s presenceand give insight into the infection
method.The procesof thatexaminationis presentedhere,
alongwith theresults.

WhenPeatffirst loadsa PEfile, it displaysseveralpieces
of information from the PE headeyincluding a list of the
file’s sectionsandits entrypoint. Uponloadingtheinfected
calculatoprogram Peatissuesawarningthattheprograms
entrypointis in anunusualplace.The programcontrol be-
ginsin the .rsrc section,as opposedto the expected.text
section. In addition,we seethatthe .rsrcsectionis unusu-
ally long, comparedo thatof typical applications.Thisin-
formation,shown in Figure5, is thefirst pieceof evidence
thatthe original applicationhasbeentamperedwith.

Next, Peatperformsits automatedanalysisin orderto
identify anomalougegionswithin eachsectionof thefile.
It identifiestwo anomalousvindowsin the.rsrcsectionand
displaystheseasshowvn in Figure6. Thefirst window is an
outlier with respecto the codeprobability metric. It hasa
high likelihood of containingcode,but the otherwindows
in this sectiondo not. An analystshouldrecognizethis as
quite suspiciousasthe .rsrcsectiondoesnot typically con-
tain code. However, this finding is consistenwith Peats
entry point warning. The entry point happendo lie in this
anomalousvindow.

EiPeat
File Section Action

= S

D05 Header
Magic Number: SA4D
NTHeader

PE Sig: 4550

# of sections: 3

Time/Data Stamp: Hat Sep 25 07:00:11 EDT 1999
Size of optional header: EO

Optional Header:

Magic: lOB

Code Base: 1000

Data Base: 14000

Entry Point: 18E0E <=== WABNING: ENTRY POINT NOT IN FIRST 3ECTION!
Inage Base: 1000000

Sections:

.text
¥irtual address: 1000
length: 12600
raw location: 600

.data
¥irtual address: 14000
length: COO
raw location: 12000

.rsrc
¥irtual address: 16000
length: ZCZ00
raw location: 13800 -

Figure 5. PE header information for the in-
fected calculator program

This window also standsapartfrom the remainderof
the sectiondueto an abnormallevel of entropy. The sec-
ond anomalousvindow was marked ashaving an unusual
changein entropy, with respectto the previous window.
This pair of warnings(an abnormalvalue, followed by a
drasticchangen thatvalue,for ary given metric)typically
suggestshat somethinghasbeeninsertedinto the original
application. To investigateheseentrogy levelsfurther, the
analystuseshevisualizationtoolsto examinethe.rsrcsec-
tion.

The view of the entropy metric for the .rsrc sectionis
shown in Figure7. 2 We obsere that thereis a point
at which the entropy level drasticallyincreases.This is a
strongindicatorthatanencryptedegion of bytesis present.

At this point, theanalysthasgatheredufficientevidence
to recognizea particularpattern.A commontechniquethat
Trojan injection tools use,including InPEct, is to encrypt
andappendhe Trojanto the endof the last sectionof the
victim application. The injection methodalsoinsertssome
additionalcodeto tend to matterssuchas decryptingthe
Trojan,runningit, andreturningcontrolto the original ap-
plication. Finally, it changeghe programentry pointto this
newly insertedstartuproutine.

After observingall of thisevidence theanalystmaycon-
fidently concludethatthefile underinvestigatiorappearso
have beeninfectedwith a Trojan via the methoddescribed

20nly thefirst portionis actuallyshavn. The userwould scroll to the
right to seethe remainderwhich looks similar to the latter portion of the
datashawn here.
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tion of the calculator program

above. If the analystis interestedn examiningthefile fur-

ther, the disassemblyiew of theinsertedstartuproutineis

availableasa usefulstaringpoint. Otherfeaturesvould be

usefulto ananalystin this scenariosuchasdetermininghe

identity or capabilitiesof the insertedTrojan. The current
implementationof Peatdoesnot yet addresgheseissues,
but they arediscussedhn thefollowing section.

5. Weaknesses

Malicious software detectiontechnologiesend to suf-
fer from a commonproblem: oncean attacler knows the
criteria that drive the detectionlogic, he canadapthis at-
tackto circumwventdetection.PEAT, to someextent,is also
subjectto this. Although PEAT hasa collectionof several
independentriteria,a determinedattacler couldspecialize
an attackto avoid PEAT’s detectionmethods. For exam-

ple, ananalystusing PEAT would have difficulty detecting
ary of thefollowing attacks all of whichlie within PEAT’s
intendedscopeof infectedexecutables:

e If the hostexecutableis completelyoverwritten and
replacedby the maliciouscode,PEAT will notdetect
ary inconsistenciesluring the analysis.However this
attackis notvery appealingo anattacler becausehe
victim userwill immediatelybecomesuspiciousafter
runningthe host executableand observingthatit did
notrun properly

o If theattaclerhassomeknowledgeof a particularhost
applications sourceandcompilationhistory, he could
develophis maliciouscodein a similarfashion sothat
the metricsthat PEAT computeswould have similar
valuesacrosghe maliciouscodeandthe hostapplica-
tion. For example,he could chooseto developa Tro-
janin Visual C++ for the sole purposeof having that
Trojanmasqueradasa functionbelongingto the host
applicationthatwasknown to bedevelopedn thatlan-
guage. Fortunately this would only be the first step
along the path to avoiding detectionin this manner
Otherfactorssuchascompileroptimizationlevelsand
evencodingstylesmayresultsin the Trojanexhibiting
outstandingpatterns. Further the attacler still faces
theproblemof modifyingthehostsothatcontrolflows
to the Trojan, and PEAT hasprovento be effective at
identifying variousmethodsof doingthis.

e |t is possibleto infect a hostapplicationwith a very
smallamountof codethatsimplyloadsaseparat®LL
containinga malicious payloador perhapsstartsan-
other process. PEAT is currently limited in its abil-
ity to handlethis attack. It can alert the analystto
the presenceof callsto commonDLL functionslike
LoadLi brary() andCr eat eProcess() . How-
everit doesnotdescendnto all suchlibrariesor sepa-
rateexecutablesn orderto analyzethemin thecontext
of themainfile underanalysis.

In additionthereareotherattackson executableshatlie
outsideof the scopeof PEAT. For example,someviruses
attackexecutablamagesin memory asopposedo thefile
storedon disk.

Finally, PEAT may sometimegeportanomalieghatdo
notnecessarilyndicatethe presencef maliciouscode.For
example,it may reportthatat the endof the .text segment,
the byte value entrofy suddenlyand drastically changes.
Furtherinspectionmight revealthatthis is dueto the pres-
enceof sectionalignmentpaddingandnot somealteration
of theoriginalfile. Thisis notafalsealarmin thetraditional
senseasPEAT is notintendedto be usedasan automatic
detectiontool. However, it doesreveal that an analystre-
quiressomedegree of domainknowledge aboutPE files,



viruses,and other system-lgel conceptsaswell assome
experienceworking with PEAT andlearninghow to inter-
pretits outputfrom variousmetricsin orderto performa
soundanalysis.

6. Future Work

The main accomplishmenof this work wasthe identi-
fication of several structuralaspectof Windows executa-
bles that can reliably indicate the presenceof malicious
code. The next major featurethat we plan to incorporate
into PEAT is acomponenthatcananalyzethe capabilities
of a region of code. PEAT alreadyprovides the identifi-
cationof importedDLLs andthe locationof callsto DLL
functions. We planto take this a stepfurther by usingthis
informationto determinewhat specificactionsthe codeis
capableof performing. In addition,we planto incorporate
the ability to recursvely descendnto unknowvn imported
DLLs to determinetheir capabilities. For example,if the
PEfile importsDLL unknown.dl] andits functionf oo()
is called,we would lik e to determinethe capabilitiesof that
functionaswell.

Along thelinesof analyzingcodes capabilitieswe have
noted that mary forms of malicious code, in particular
viruses,reusesectionsof codefrom other malicious pro-
grams. Thesereusedsectionsof code can free the mali-
ciouscodewriter from having to rewrite complicatedunc-
tionality like infection routinesor encryptionroutines. It
is desirableto be ableto identify suchcommonsequences
of instructions. In fact, an analystshouldbe ableto drav
on an entiredatabasef known, andpossiblydocumented,
maliciouscodebuilding blocks so thatwhentheseare en-
counteredduring analysis,the analystcan quickly deter
mine that codes functionality With theseideasin mind,
we planto implementa framework for maintaininga col-
lection of thesecommoncodepatternsandincorporatethis
into PEAT.

Finally, the Honeynetgroupis currentlyhostingthe Re-
verse Challengeproject in which an unknovn malicious
Linux executablds to beanalyzedn orderto determindts
capabilitiesandorigin [10]. Participantsin this contestare
typically usingtoolssuchasIDA ProDisassemblef6] and
Fenris[14] to examinethe ELF formatbinary. The current
implementatiorof PEAT senesasa usefulcomplemento
suchtools. For example,the IDA disassembleis quiteuse-
ful for analyzingcode but its effectivenessouldbegreatly
augmentedy couplingit with PEAT. In this arrangement,
theanalystmay not needto analyzethe assemblyof anen-
tire programbut only particularregionsthat PEAT identi-
fies asbeingsuspicioustherebygreatlyreducingthe time
investedin the analysis. We are examiningusefulfeatures
relatedto programunderstandinghatthesetwo tools pro-
vide. More importantly we arenoting missingfeatureghat
would be beneficialto ananalyst,sothatfuture versionsof

PEAT mayfill thesegaps.
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