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Abstract

In thispaperwepresentPEAT: ThePortableExecutable
AnalysisToolkit. It is a software prototypedesignedto pro-
vide a selectionof tools that an analystmayusein order
to examinestructural aspectsof a WindowsPortable Ex-
ecutable(PE) file, with the goal of determiningwhether
maliciouscodehas beeninsertedinto an application af-
ter compilation. Thesetools rely on structural featuresof
executablesthat are likely to indicate the presenceof in-
sertedmaliciouscode. Theunderlyingpremiseis that typi-
cal applicationprogramsare compiledinto onebinary, ho-
mogeneousfrom beginning to end with respectto certain
structural features; any disruption of this homogeneityis
a strong indicator that thebinary hasbeentamperedwith.
For example, it couldnowharbor a virus or a Trojan horse
program. We presentour investigationinto structural fea-
tureanalysis,thedevelopmentof theseideasinto thePEAT
prototype, andresultsthat illustratePEAT’spracticaleffec-
tiveness.

1. Introduction

Malicioussoftwareremainsa majorthreatto today’s in-
formationsystems.Detectingandanalyzingdangerouspro-
gramsis a costlyandoften inaccurateendeavor. Thediffi-
culty of this task is underscoredby a recentcontestchal-
lengingparticipantsto figureout thenefariousbehavior of
aparticularprogramthathasalreadybeendeterminedto be
maliciousin nature[10]. Often identifying a program(or
portion thereof)asmaliciousis half the battle. In this pa-
per we introducea prototypetool to aid in the analysisof
potentiallymalicioussoftware.

At thecurrentstageof our work we arefocusingon the
detectionof malicioussoftware(malware)thathasbeenat-
tachedto an otherwisebenign host application. This is
the modusoperandifor many of the mostcommonforms
of malwareincluding executablevirusesandmany Trojan

horseprograms. The host programprovides cover while
thevirus or Trojanhorseperformsmaliciousactionsunbe-
knownstto theuser. Theseprogramsoftenpropagatewhile
attachedto gamesor otherenticingexecutables.

Maliciousprogrammershavedemonstratedtheircreativ-
ity by developing a great numberof techniquesthrough
whichmalwarecanbeattachedto abenignhost.Severalin-
sertionmethodsarecommon,includingappendingnew sec-
tionsto anexecutable,appendingthemaliciouscodeto the
lastsectionof thehost,or findinganunusedregionof bytes
within the hostandwriting the maliciouscontentthere. A
lesselegantbut effectiveinsertionmethodis to simplyover-
write partsof thehostapplication.

Giventhemyriadwaysmalicioussoftwarecanattachto
a benignhostit is oftena time-consumingprocessto even
locate the point of infection. Traditional tools including
disassemblersanddebuggersmaybe usefulfor examining
malwareonceit hasbeenlocated,but provide little help in
guidingananalystto thepointsof interest.Malicioussoft-
warehiding in a datasectionor otherunexpectedlocation
may be particularlydifficult to identify. To make matters
worse, the total codesize of a maliciousprogramis fre-
quently ordersof magnitudesmaller than the host that it
infects.

To help a malicious software analystquickly and ef-
ficiently locatemalware within a host applicationwe de-
velopedthe PortableExecutableAnalysisToolkit (PEAT).
PEAT’sgoal is to providemethodsof examiningMicrosoft
WindowsPortableExecutable(PE)files[9] for signsof ma-
liciouscode.We accomplishthis taskby developinganaly-
sistechniquesthatidentify regionsof theprogramthatwere
unlikely to have beenpart of the hostapplicationwhenit
was originally compiledand built. The presenceof such
regionsis a strongindicatorthatmalicioussoftwarehasin-
fectedthehostapplication.

This paperis organizedasfollows. First we summarize
presenttechnologiesthat addressthe more generalprob-
lem of undesirablecode(viruses,backdoorprograms,etc.)
in order to definethe gap within that problemspacethat



PEAT fills. Next we describein detail the capabilitiesthat
PEAT provides,alongwith the ideasbehindthosecapabil-
ities andtheir intendeduses.Following that is a brief case
studywhich illustratesour practicalexperiencewith using
PEAT to detectthe dangerousTrojan horseprogramBack
Orifice2000[8, 5] hiddenwithin aseeminglyharmlesspro-
gram.A sectionsummarizingsomeof PEAT’s weaknesses
is included.We concludewith a sectiondescribingour in-
tentionsfor furtherimproving PEAT in orderto increaseits
effectivenessin analyzingmalicioussoftware.

2. Background
In thegeneralcase,malicioussoftwaredetectionis the-

oretically infeasible. In the specificcaseof searchingfor
a particularmaliciouscodeinstance,it is not only possi-
ble, but performeddaily by anti-virussoftware. Thus,we
have goodcommercialsolutionsto detectingknown mali-
ciouscodeinstances.However, theproblemof determining
whethersoftwarehasmaliciousfunctionalityis undecidable
in thegeneralcase[11]. That is, we cannotlook at a given
applicationand,in general,decidewhetherit containscode
that will result in maliciousbehavior. This is equivalent
to the halting problemin computersciencetheory, which
statesthat thereis no general-purposealgorithm that can
determinethebehavior of anarbitraryprogram[7].

Asidefrom thehaltingproblem,thereis thedefinitionof
maliciousnessto consider. What is maliciousdependsto a
largeextenton thebeholderandthecontext. For example,
a disk formattingprogrammight be exactly what the user
wants(andthereforeis not consideredmalicious),though
whenembeddedin a screensaver unbeknownstto the user,
it canbeconsideredmalicious.Thus,wecannotdevelopan
algorithmto decidemaliciousness.

Otherseminalwork in this areahasprovedtheundecid-
ability propertiesof detectingmalicioussoftwarein thegen-
eralcasein differentcontexts [3, 4, 12]. So,while theprior
art hasdemonstratedthat detectingmaliciouscodein the
generalcaseis undecidable,what optionsarewe left with
in addressingtheunknown maliciouscodeproblem?

Oneapproachto detectingmaliciouscodein executable
programsis being investigatedby the LSFM Research
Group [2] in which both static and dynamicmethodsare
appliedin orderto performmodelcheckingto ensurethat
the programunderanalysiswill not violate any statedse-
curity policies. This is an exampleof an approachto ma-
licious softwaredetectionthatrequiresananalystto define
maliciousbehavior in theform of a policy.

Our presentresearchdiffersfrom traditionalapproaches
to the maliciouscodeproblemin that it doesnot attempt
to defineor identify maliciousbehavior. Instead,the re-
searchfocusesonstructural characteristicsof maliciousex-
ecutablecode. This approachallows for methodsof ex-
aminingany application,whetherpreviously known or un-

known, in orderto determineif it hasbeentamperedwith
since its original development. Such tamperingusually
takes the form of an embeddedvirus or Trojan horsethat
is activatedduringsubsequentexecutionsof theexecutable
program.

We choseMicrosoft Windowsastheinitial platformfor
PEAT becauseof its market dominanceand the prolifera-
tion of maliciouscodetargetedat thatoperatingsystemand
its applications.As otherplatformsincreasein popularity,
maliciousattackson thoseplatformsaresureto follow. We
designedPEAT with thisin mindsothatit maybeeasilyex-
tendedto accommodateotherexecutablefile formats,such
asELF.

3. PEAT: Portable Executable Analysis Toolkit

The PortableExecutableAnalysisToolkit (PEAT) pro-
videsananalystwith anarrayof tools for examiningWin-
dows PortableExecutable(PE)files for signsof malicious
code. Futurework will extend PEAT to include features
to help understandthe capabilitiesof that software. These
tools aredesignedto locatestructuralfeaturesof executa-
blesthatdonot fit in with surroundingregions;i.e., regions
of bytesthatappearto havebeeninsertedinto anotherwise
homogeneousbinary file. The underlyingpremiseis that
programsaretypically compiledinto oneconsistentbinary.
Any deviation from this self-consistency is a strongindica-
tor of tampering.Theprogrammaybeinfectedwith avirus,
it could containa Trojan horseprogram,or it could have
beenmodifiedin someothermannerresultingin aprogram
whosebehavior is different from the intendedbehavior of
theoriginalprogram.

3.1. Overview

PEAT’s tools fall into threegeneralcategories: simple
staticchecks,visualization,andautomatedstatisticalanaly-
sis. Simplestaticchecksconsistof a list of featureswhose
presenceor absencePEAT attemptsto verify in order to
quickly gaininformationthatmightsuggestsomethingsus-
picious. For example,PEAT immediatelyissuesa warning
if theprogram’sentrypoint is in anunusuallocation.Visu-
alizationtools includegraphicaldepictionsof several fea-
turesof thePEfile. Examplesof theseinclude

� probabilitiesthatregionsof bytesin thePEfile contain
code,padding,ASCII data,or randombytevalues

� addressoffsetsfor instructionsthatperformoperations
suchasjumps,calls,or registeraccesses

� patternsof instructionsthatareknown to indicatecer-
tain behavior (e.g.,pushingargumentsonto the stack
andmakinga call)



The visualizationtoolkit also usesPEAT’s disassembler,
basedon work by Watanabe[13] , to parseanddecodein-
structions. The usermay then view the disassemblylist-
ing. In addition, in order to identify ASCII strings, the
usermay view the ASCII representationof all byte values
within a given region. Together, thesevisualizationtools
are intendedto allow an expert analystto explore an exe-
cutablefile in an attemptto identify regionsthatappearto
be inconsistentwith the entire program. To complement
thesemanualanalysiscapabilities,PEAT alsoprovidesau-
tomatedanalysistoolsto guidetheanalystto suspiciousre-
gionsof thePEfile.

PEAT’sautomatedanalysistoolsperformstatisticaltests
in orderto detectanomalousregions.Theanalysisoperates
onmany of thesamePEfile characteristicsasthevisualiza-
tion tools.Theuserchooseswhich featuresto consider, and
theanalysisenginewill thendivide thePEfile sectionsinto
severalregionsanddeterminewhetherthereareany statis-
tically significantdifferencesbetweenthoseregions. Each
anomalythat is found is reportedandstoredas a suspect
region, alongwith automaticallygeneratedcommentsde-
scribingwhy it standsout.

Theremainderof thissectiondescribesthesetoolsin de-
tail.

3.2. Static Checks

PEAT performsseveral staticchecksof the PE file un-
deranalysisto quickly gaininformationthatmight suggest
thatit containssomethingsuspicious.Thefirst of theseis a
checkon theprogram’s entrypoint address,obtainedfrom
thePEfile header. Thisaddressshouldfall within somesec-
tion that is markedasexecutable(typically this will be the
first section,andnamed.text or CODE). If this is not the
case,for example,if the entry point lies in the .reloc sec-
tion, which shouldnot containexecutablecode,a warning
will bedisplayedin PEAT’s mainwindow oncethePEfile
is loadedinto PEAT.

Anotherstaticcheckattemptsto identify “boguscalls”,
which we defineto be instructionsthat call to the imme-
diately following instruction. Sucha sequenceof instruc-
tions is a commonmethodvirusesuseto determinetheir
addressin memory. This is becausethevalueof theinstruc-
tion pointerregisterEIPgetspushedontothestackasaside
effectof a CALL instruction[1]. Thevirus exploits this by
immediatelypoppingthis value.Becauseof thesuspicious
natureof suchinstructionsequences,PEAT will alert the
userto their presenceafter the PE file hasbeendisassem-
bled.

Finally, PEAT determineswhichDLL librariesarelisted
in thePEfile’s import tableandreportsthenameandcon-
tentsof each.In addition,it findsall instructionsin thepro-
gramthat call a function in a DLL library andreportsthe
locationsof thoseinstructions,alongwith the library and

Figure 1. Byte-type section view: code likeli-
hood

function name. This is a quick initial passat determining
whethertheprogramhasany unexpectedcapabilities,such
asfile or network I/O in an applicationthat shouldnot re-
quirethatfunctionality.

3.3. Visualization Tools

Byte-Type Views: The visualization toolkit provides
multiple ways to view structural featuresof a PE file.
Onesuchview is a plot that allows an analystto quickly
seewhich regionsof a PE file containcode,ASCII data,
paddingfor alignment,or randombyte values. An exam-
ple is given in Figure1 in which the .text segmentof the
W32/Stupidvirus is displayed. Eachpoint alongthe hor-
izontal axis representsa window of bytesof the .text seg-
ment, and its valuealong the vertical axis, scaledfrom 0
to 1, representshow likely the window of bytesconsists
of somebyte-typeof interest,with highervaluesindicating
greaterlikelihood. In this example,codelikelihoodis dis-
played. What we seeis that only the latter portion of this
.text segmentappearsto containrealcode,indicatedby the
fairly solid line of pointshighon theverticalaxis.

Theprobabilityvaluesaredeterminedby standardstatis-
tical proportiontestsin whichtheproportionof acertainset
of byte values(e.g., valuesin the ASCII characterrange)
observed in a window of bytesis computed.Basedon the
sizeof thewindow, thesizeof thesetof targetbytevalues,
andtheobservedproportionof thosetargetvalues,theprob-
ability � of drawing theobservedbytevaluesfrom apopula-
tion of randombytevaluesis computed.1 Thecomplement
of � is plotted,so thathighervaluesindicategreaterlikeli-
hoodthat thewindow containsthebyte-typeof interest.In
addition to theseprobabilities,the observed proportionof
eachof thesebyte-typesis alsoavailablefor viewing.

1Here,�����
	���
���� where� is thecumulativedistributionfunctionof
astandardnormalrandomvariableand ��� ���������� �������! �"��#��$ with % beingthe

window size, & beingtheexpectedproportion,and ')(!% beingtheobserved
proportion.



Figure 2. ASCII view

Figure 3. Disassemb ly view

The other type of information that is available in this
view is a plot of byte-valueentropy. That is, the section
is dividedinto severalwindowsandthetotal entropy of the
bytevaluesin thatwindow is computed.Theseentropy val-
uesarethennormalizedagainstthetotal entropy valuesfor
eachwindow andthenplottedon theverticalaxis.

ASCII View: From the section-level view described
above, the usermay selecta region to investigatefurther.
Oneadditionalview is adisplayof theASCII representation
of eachbytein theselectedregion. An exampleis displayed
in Figure2. Thesebytescorrespondto theregion from Fig-
ure1 thathasa highprobabilityof containingASCII data.

Disassembly View: Another way to investigatea par-
ticular region of interestis to have PEAT disassemblethat
region anddisplaythe results. For eachinstructionthat is
parsed,theaddress,raw bytevalues,instructionname,and
the operandsof the instructionaredisplayed.An example
is shown in Figure3.

Memory Access via Register Offsets: PEAT provides
a view thatallows theuserto seewhenever memoryis ac-
cessedby addingan offset to a register value in order to
determinean addressin memory. The userfirst choosesa
registerto consider, suchasthe basepointerregisterEBP,
andthenPEAT usesthedisassemblyinformationto find and
plotall suchmemoryaccesses.An exampleis shownbelow.
Thereis a horizontalline throughthe middle of the verti-
calaxisrepresenting0, andpositiveandnegativeoffsetsare

Figure 4. Register offset view

plottedagainstthis. Thisview canbeusedto visuallyassess
whethersomeregionusesthis meansof accessingmemory
differentlyfrom otherregions(e.g.,largeroffsets,morefre-
quentoffsets,or offsetsin oppositedirections).

Other Views: We have definedsomeother views that
have not yet beenincorporatedinto PEAT. Onesuchview
displaysoffsetsfor jump and call instructions,similar to
the view of registeroffsets,in order to visually determine
whetherregionsare fairly self-containedor whetherlarge
jumps aremade,suchas to outsidethe boundariesof the
executingsegment.Anotherview displayscommoninstruc-
tion patterns,suchasseveralpushesfollowedby call (indi-
catingthe pushingof argumentsonto the stackin orderto
makea procedurecall). Theanalystcouldvisually notethe
presenceor absenceof thesecommonpatternsanddeter-
minewhetherany regionof thesectionappearsto bediffer-
entfrom theothers.

3.4. Statistical Analysis

As a supplementto the simplestaticchecksandthe vi-
sualizationtools, PEAT alsoprovidesanalysiscapabilities
basedon using statisticalmethodsfor identifying anoma-
lousregionswithin a PEfile. Theusermaychoosefrom a
widerangeof featuresto extractfrom theprogram,suchas:

� Instructionfrequencies

� Instructionpatterns

� Registeroffsets

� JumpandCall offsets

� Entropy of opcodevalues

� CodeandASCII probabilities

Thesearediscussedin further detail below, in termsof
their potentialusefulnessin identifying anomalousregions
within aprogram.But first wediscussthegeneralstatistical
approachthat is appliedfor whichever featuresareusedas
inputdata.



WhenPEAT performsits automatedanalysis,it iterates
overeachsectionof thePEfile. Thesectionis disassembled
into instructions,andthendivided into * consecutive dis-
joint windowsof afixednumberof instructions.Themetric
of interestfor eachwindow is computed(e.g.,entropy of
opcodevalues),yieldinga list of values

+-,/.103254608754�9:9:9;4<0>=@?
Fromthis list, anotherlist of differences

AB,C.ED#2�46DF754�9:9:9;4<D)=#GH2�?
is computed,where

D)I�,J0>I:K 2ML 08I
.

Next, PEAT iteratesover the windows and determines
for eachwindow whetherthe correspondingdatapoint in+

is a statisticaloutlier with respectto the remainingdata
pointsin X. For window i, themeanandstandarddeviation
of
+ONP0>I

is computed,andit is determinedwhether
0>I

lies
within two standarddeviationsof the mean. Anytime this
is not thecase,thewindow will bereportedasanomalous,
alongwith a probability reflectingthe likelihoodof realiz-
ing avalueat leastasdeviant as

0 I
from theremainingem-

pirical distribution. This procedureyieldsa list of windows
thathave, for example,anomalousentropy, with respectto
theotherwindows in thesection.

A similar procedureis appliedto the windows with re-
spectto the

A
datapoints,yielding a list of windows that

exhibit a significantsequentialchangein the metric of in-
terest. For example,if commoninstructionpatternshave
beenobservedup to somepoint in thesection,andthenall
of a suddendisappear, this will bereported.Thereasoning
behindusingboththe

+
and

A
pointsis that the

+
points

may be insufficient to find an anomalousregion in a sec-
tion whosefirst half, for example,is normal,while its entire
secondhalf hasbeenoverwrittenwith maliciouscode.

Given this general framework for statistical analysis,
PEAT providesseveraldifferentmetricsfrom whichtobuild
asetof criteriafor anomalydetection.

Instruction Frequencies: The idea behindexamining
instructionfrequenciesfrom window to window stemsfrom
oneof our morefundamentalpremisesthatvirusestendto
bewritten in assemblylanguagewhile thehostapplications
tend to be compliedfrom high-level languages.We per-
formedastudybasedonthispremiseto identify any instruc-
tionsthatappearfrequentlyin assemblylanguageprograms
andrarelyin compiledcode,andsimilarly, instructionsthat
appearfrequentlyin compiledcodeandrarely in assembly
language.Theresultsof thisstudyledto thelistsof instruc-
tions whosefrequenciesare calculatedfor the purposeof
finding anomalouswindows. Ideally, maliciousassembled
codethat hasbeeninjectedinto a sectionof a PE file will
bediscoveredduringthestatisticalanalysisdueto asudden
absenceof frequentcompiledcodeinstructions,andfurther

analysiscould verify that assemblylanguageinstructions
areabnormallyfrequentin thatregion.

Instruction Patterns: The motivation for examining
patternsof instructions is very similar to the ideas be-
hind examining instruction frequencies. Our premiseis
that compiledcodeis likely to exhibit regular instruction
sequencesto implementcommonconstructslike function
callsandreturnsandloopingconstructs.An assemblylan-
guageprogrammer’s conventionsfor implementingthese
arenot necessarilythe sameas the compiler, andperhaps
not even consistentfrom useto use. We have performed
an initial studyof assemblylanguageoutputfrom the Mi-
crosoftVisualC++compilerandhavebuilt a list of patterns
that areseento result from the useof commonhigh-level
languageconstructs. The frequenciesof the patternsare
onemetric that the usercanchooseto incorporateinto an
analysiswith thegoalbeingto discover injectedmalicious
assemblylanguagecodevia thesuddenabsenceof suchpat-
terns.

Memory Access via Register Offsets: Anotherpremise
wehaveis thatnormalapplicationsandmaliciouscodewill
eachusecertainregistersdifferently. In particular, thebase
pointerregisterEBPis commonlyusedby normalapplica-
tions asa referencepoint for accessinglocal variableson
the stack. Malicious programs,however, can take advan-
tageof thiskey referencepoint to determinewherethey are
in memory, acommonlynecessarypieceof informationfor
themto function andadjustasthey spreadthroughoutun-
known executables.Thusregisteroffset valuesusedwhen
accessingmemoryvia a registerareanothermetricthatcan
beusedduringstatisticalanalysis.

Jump and Call Distances: The commonlayout of an
applicationcompiledfrom a high-level languageis simply
a sequenceof self-containedfunctions. Control flows be-
tweenthesefunctionsvia theCALL andRET instructions.
Jumpinstructionsalterthecontrolflow within asinglefunc-
tion, implementinghigh level conditionalconstructssuch
as if statementsand while loops. Therefore,the dis-
tancestraveledduringa normalapplication’s jump instruc-
tions shouldbe relatively small andregular, andsimilarly,
thedistancestraveledduringcall instructionsshouldberel-
atively largerandregular. What shouldvery rarely be ob-
served in normalapplicationsareextremelylarge jump or
call distances,suchasto othersectionsof thePEfile.

Byte-Type Probabilities: The last typesof information
that PEAT usesas input to the statisticalanalysisare the
probabilitiesthatwindows consistof ASCII data,padding,
or realcode.This is thesameinformationthat is presented
in the sectionview display. In conjunctionwith the other
metrics,thisbyte-typeinformationcanaid in thefurtherin-
vestigationof regions that aremarked asanomalous.For
example, if a window is marked as an outlier for having
a suddenabsenceof commoninstructionpatterns,but it is



alsomarked asan outlier for having a suddenhigh proba-
bility of beingpaddingandlow probability of beingcode,
theanalystcanmoreconfidentlyconcludethat theabsence
of patternsdoesnot indicatethepresenceof assemblylan-
guagecodebut rathertheabsenceof codealtogether.

Whentheentireautomatedanalysiscompletes,theana-
lyst is presentedwith a list of windows thatwerefound to
be anomalous.Eachis reportedalongwith its location in
thesectionandadescriptionof whatcharacteristicsmadeit
standout. From this list, the analystcaneasily invoke the
visualizationoptions,suchas the disassembly, in order to
furtherinvestigatesomeparticularregion.

4. Results
We have hadinitial successwith usingPeatto perform

analysison several maliciouscodesamples.Of particular
interestis a study in which we detectedthe Back Orifice
2000 server [8, 5] hiding inside of a seeminglyharmless
application.

InPEct is a tool that is usedto inject arbitrary Trojans
into arbitraryvictim applicationsontheWindowsplatform.
Whenauserrunstheresultingexecutable,theinjectedTro-
janwill startto run in thebackground,andthevictim appli-
cationwill runasusual.TheTrojanpersistsafterthevictim
applicationterminates.We usedInPEctto inject theBO2K
server into a typical Windows application: the calculator
program,calc.exe.

We thenexaminedthe infectedexecutablewith Peatin
order to determineif any of Peat’s metrics could detect
the Trojan’s presenceand give insight into the infection
method.Theprocessof thatexaminationis presentedhere,
alongwith theresults.

WhenPeatfirst loadsaPEfile, it displaysseveralpieces
of information from the PE header, including a list of the
file’ssectionsandits entrypoint. Uponloadingtheinfected
calculatorprogram,Peatissuesawarningthattheprogram’s
entrypoint is in anunusualplace.Theprogramcontrolbe-
gins in the .rsrc section,as opposedto the expected.text
section.In addition,we seethat the .rsrcsectionis unusu-
ally long,comparedto thatof typical applications.This in-
formation,shown in Figure5, is thefirst pieceof evidence
thattheoriginalapplicationhasbeentamperedwith.

Next, Peatperformsits automatedanalysisin order to
identify anomalousregionswithin eachsectionof the file.
It identifiestwo anomalouswindowsin the.rsrcsectionand
displaystheseasshown in Figure6. Thefirst window is an
outlier with respectto thecodeprobabilitymetric. It hasa
high likelihoodof containingcode,but the otherwindows
in this sectiondo not. An analystshouldrecognizethis as
quitesuspicious,asthe.rsrcsectiondoesnot typically con-
tain code. However, this finding is consistentwith Peat’s
entrypoint warning. Theentrypoint happensto lie in this
anomalouswindow.

Figure 5. PE header inf ormation for the in-
fected calculator program

This window also standsapart from the remainderof
the sectiondueto an abnormallevel of entropy. The sec-
ond anomalouswindow wasmarked ashaving an unusual
changein entropy, with respectto the previous window.
This pair of warnings(an abnormalvalue, followed by a
drasticchangein thatvalue,for any givenmetric) typically
suggeststhatsomethinghasbeeninsertedinto theoriginal
application.To investigatetheseentropy levelsfurther, the
analystusesthevisualizationtoolsto examinethe.rsrcsec-
tion.

The view of the entropy metric for the .rsrc sectionis
shown in Figure 7. 2 We observe that there is a point
at which the entropy level drasticallyincreases.This is a
strongindicatorthatanencryptedregionof bytesis present.

At thispoint,theanalysthasgatheredsufficientevidence
to recognizea particularpattern.A commontechniquethat
Trojan injection tools use,including InPEct, is to encrypt
andappendthe Trojan to the endof the last sectionof the
victim application.Theinjectionmethodalsoinsertssome
additionalcodeto tend to matterssuchas decryptingthe
Trojan,runningit, andreturningcontrol to theoriginal ap-
plication.Finally, it changestheprogramentrypoint to this
newly insertedstartuproutine.

After observingall of thisevidence,theanalystmaycon-
fidentlyconcludethatthefile underinvestigationappearsto
have beeninfectedwith a Trojanvia themethoddescribed

2Only thefirst portion is actuallyshown. Theuserwould scroll to the
right to seethe remainder, which lookssimilar to the latterportionof the
datashown here.



Figure 6. Two anomalous regions of the .rsrc
section

Figure 7. The entr opy metric for the .rsrc sec-
tion of the calculator program

above. If theanalystis interestedin examiningthefile fur-
ther, thedisassemblyview of the insertedstartuproutineis
availableasa usefulstaringpoint. Otherfeatureswould be
usefulto ananalystin thisscenario,suchasdeterminingthe
identity or capabilitiesof the insertedTrojan. The current
implementationof Peatdoesnot yet addresstheseissues,
but they arediscussedin thefollowing section.

5. Weaknesses
Malicious software detectiontechnologiestend to suf-

fer from a commonproblem: oncean attacker knows the
criteria that drive the detectionlogic, he canadapthis at-
tackto circumventdetection.PEAT, to someextent,is also
subjectto this. AlthoughPEAT hasa collectionof several
independentcriteria,a determinedattackercouldspecialize
an attackto avoid PEAT’s detectionmethods. For exam-

ple, ananalystusingPEAT would have difficulty detecting
any of thefollowing attacks,all of which lie within PEAT’s
intendedscopeof infectedexecutables:

� If the host executableis completelyoverwritten and
replacedby the maliciouscode,PEAT will not detect
any inconsistenciesduring theanalysis.However this
attackis not very appealingto anattacker becausethe
victim userwill immediatelybecomesuspiciousafter
running the hostexecutableandobservingthat it did
not runproperly.

� If theattackerhassomeknowledgeof aparticularhost
application’ssourceandcompilationhistory, hecould
develophismaliciouscodein asimilar fashion,sothat
the metrics that PEAT computeswould have similar
valuesacrossthemaliciouscodeandthehostapplica-
tion. For example,hecouldchooseto developa Tro-
jan in Visual C++ for the solepurposeof having that
Trojanmasqueradeasa functionbelongingto thehost
applicationthatwasknown to bedevelopedin thatlan-
guage. Fortunately, this would only be the first step
along the path to avoiding detectionin this manner.
Otherfactorssuchascompileroptimizationlevelsand
evencodingstylesmayresultsin theTrojanexhibiting
outstandingpatterns. Further, the attacker still faces
theproblemof modifyingthehostsothatcontrolflows
to theTrojan,andPEAT hasprovento beeffective at
identifyingvariousmethodsof doingthis.

� It is possibleto infect a hostapplicationwith a very
smallamountof codethatsimplyloadsaseparateDLL
containinga maliciouspayloador perhapsstartsan-
other process. PEAT is currently limited in its abil-
ity to handlethis attack. It can alert the analystto
the presenceof calls to commonDLL functionslike
LoadLibrary() andCreateProcess(). How-
ever it doesnot descendinto all suchlibrariesor sepa-
rateexecutablesin orderto analyzethemin thecontext
of themainfile underanalysis.

In additionthereareotherattacksonexecutablesthatlie
outsideof the scopeof PEAT. For example,someviruses
attackexecutableimagesin memory, asopposedto thefile
storedondisk.

Finally, PEAT maysometimesreportanomaliesthatdo
notnecessarilyindicatethepresenceof maliciouscode.For
example,it mayreportthatat theendof the.text segment,
the byte value entropy suddenlyand drasticallychanges.
Furtherinspectionmight reveal that this is dueto thepres-
enceof sectionalignmentpaddingandnot somealteration
of theoriginalfile. Thisis notafalsealarmin thetraditional
sense,asPEAT is not intendedto be usedasan automatic
detectiontool. However, it doesreveal that an analystre-
quiressomedegreeof domainknowledgeaboutPE files,



viruses,andothersystem-level concepts,aswell assome
experienceworking with PEAT andlearninghow to inter-
pret its output from variousmetricsin order to performa
soundanalysis.

6. Future Work
The main accomplishmentof this work wasthe identi-

fication of several structuralaspectsof Windows executa-
bles that can reliably indicate the presenceof malicious
code. The next major featurethat we plan to incorporate
into PEAT is a componentthatcananalyzethecapabilities
of a region of code. PEAT alreadyprovides the identifi-
cationof importedDLLs andthe locationof calls to DLL
functions. We plan to take this a stepfurtherby usingthis
informationto determinewhat specificactionsthe codeis
capableof performing. In addition,we plan to incorporate
the ability to recursively descendinto unknown imported
DLLs to determinetheir capabilities. For example,if the
PEfile importsDLL unknown.dll, andits functionfoo()
is called,wewould like to determinethecapabilitiesof that
functionaswell.

Along thelinesof analyzingcode’scapabilities,wehave
noted that many forms of malicious code, in particular
viruses,reusesectionsof codefrom other maliciouspro-
grams. Thesereusedsectionsof codecan free the mali-
ciouscodewriter from having to rewrite complicatedfunc-
tionality like infection routinesor encryptionroutines. It
is desirableto be ableto identify suchcommonsequences
of instructions. In fact, an analystshouldbe ableto draw
on anentiredatabaseof known, andpossiblydocumented,
maliciouscodebuilding blocksso that whentheseareen-
counteredduring analysis,the analystcan quickly deter-
mine that code’s functionality. With theseideasin mind,
we plan to implementa framework for maintaininga col-
lectionof thesecommoncodepatternsandincorporatethis
into PEAT.

Finally, theHoneynetgroupis currentlyhostingtheRe-
verseChallengeproject in which an unknown malicious
Linux executableis to beanalyzedin orderto determineits
capabilitiesandorigin [10]. Participantsin this contestare
typically usingtoolssuchasIDA ProDisassembler[6] and
Fenris[14] to examinetheELF formatbinary. Thecurrent
implementationof PEAT servesasa usefulcomplementto
suchtools.For example,theIDA disassembleris quiteuse-
ful for analyzingcode,but its effectivenesscouldbegreatly
augmentedby couplingit with PEAT. In this arrangement,
theanalystmaynot needto analyzetheassemblyof anen-
tire programbut only particularregionsthat PEAT identi-
fies asbeingsuspicious,therebygreatlyreducingthe time
investedin the analysis.We areexaminingusefulfeatures
relatedto programunderstandingthat thesetwo tools pro-
vide. More importantly, wearenotingmissingfeaturesthat
would bebeneficialto ananalyst,sothatfutureversionsof

PEAT mayfill thesegaps.
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